ETSI TS 119 102-2 vi.4.1 2o23-06)

= E >

TECHNICAL SPECIFICATION

Electronic Signatures and Infrastructures (ESI);
Procedures for Creation and Validation of
AdES Digital Signatures;

Part 2: Signature Validation Report



2 ETSI TS 119 102-2 V1.4.1 (2023-06)

Reference
RTS/ESI-0019102-2v1.4.1

Keywords
electronic signature, trust services, validation

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +334 9294 42 00 Fax: +33 4 93 65 47 16

Siret N° 348 623 562 00017 - APE 7112B
Association & but non lucratif enregistrée a la
Sous-Préfecture de Grasse (06) N° w061004871

Important notice

The present document can be downloaded from:
https://www.etsi.org/standards-search

The present document may be made available in electronic versions and/or in print. The content of any electronic and/or
print versions of the present document shall not be modified without the prior written authorization of ETSI. In case of any
existing or perceived difference in contents between such versions and/or in print, the prevailing version of an ETSI
deliverable is the one made publicly available in PDF format at www.etsi.org/deliver.

Users of the present document should be aware that the document may be subject to revision or change of status.
Information on the current status of this and other ETSI documents is available at
https://portal.etsi.org/TB/ETSIDeliverableStatus.aspx

If you find errors in the present document, please send your comment to one of the following services:
https://portal.etsi.org/People/CommiteeSupportStaff.aspx

If you find a security vulnerability in the present document, please report it through our
Coordinated Vulnerability Disclosure Program:
https://www.etsi.org/standards/coordinated-vulnerability-disclosure

Notice of disclaimer & limitation of liability

The information provided in the present deliverable is directed solely to professionals who have the appropriate degree of
experience to understand and interpret its content in accordance with generally accepted engineering or
other professional standard and applicable regulations.
No recommendation as to products and services or vendors is made or should be implied.

No representation or warranty is made that this deliverable is technically accurate or sufficient or conforms to any law
and/or governmental rule and/or regulation and further, no representation or warranty is made of merchantability or fithess
for any particular purpose or against infringement of intellectual property rights.

In no event shall ETSI be held liable for loss of profits or any other incidental or consequential damages.

Any software contained in this deliverable is provided "AS IS" with no warranties, express or implied, including but not
limited to, the warranties of merchantability, fithess for a particular purpose and non-infringement of intellectual property
rights and ETSI shall not be held liable in any event for any damages whatsoever (including, without limitation, damages

for loss of profits, business interruption, loss of information, or any other pecuniary loss) arising out of or related to the use
of or inability to use the software.

Copyright Notification

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying and
microfilm except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.

© ETSI 2023.
All rights reserved.

ETSI


https://www.etsi.org/standards-search
http://www.etsi.org/deliver
https://portal.etsi.org/TB/ETSIDeliverableStatus.aspx
https://portal.etsi.org/People/CommiteeSupportStaff.aspx
https://www.etsi.org/standards/coordinated-vulnerability-disclosure

3 ETSI TS 119 102-2 V1.4.1 (2023-06)

Contents

INtellectual Property RIGNES.... ..ot b e e e en e ns 9
01 Yo (o ST 9
MoOdal VErDS TEMINOIOQY ... .ccteieeiicieee ettt st e e s te s ae e aesbeeaeesbesreentesaeeasessesneensesreeneensessens 9
1 o010 R 10
2 L= £ 101 SRS 10
21 INOIMBLIVE FEFEIENCES ... eeeeeieeeeie ettt sttt et et et e e st e te s et ebeeseeseenee s eneeseeebesaeeaeeneeeeseeseeseeeneeneeeeneeses 10
22 INfOrMELIVE FEFEIENCES. ... ettt ettt e et e beseeebe s et eae e e e eeseeseeseeeneeneeeaneeses 11
3 Definition of terms, symbols and abbreviations.............ccceeciiiciicice e 11
31 1= 10 PP TSP PRSP 11
3.2 Y 1210 SRS 12
3.3 ADDIEVIBLIONS ...ttt b bt e s et bt sh e b e e h e e ae e s e e ee e b e sReeh e e Rt et e e e bt e bt eheene e e nne e 12
4 Signature Validation REPOI SITUCLUIE ..........oviiiiiieiiiiereste et 13
4.1 GENEIEl PIOVISIONS. ...ttt etttk sttt sttt et b e et b e s e et bt s e e e eb e s R e st eb e e R e e e bt e e et e b e b et e b e seeneebese e st e b e st et ebenneneeee 13
41.1 REPOI SEIUCTUIE. ... .ttt st r et e s et R se e eR et e s e e sn e s r e resreer e e e ennenrea 13
4111 LT 0T | PP RRSRSRR 13
4112 Validation Object Reference EIEMENL ... ..o 16
41121 (T 0T USRS 16
41122 D2 OSSR 16
41.13 QLI 0= 0 D= = T I/ T 16
41131 LC TS g1 - SR 16
41132 D2 OSSR 17
4114 F N 01T Y/ <SSO 17
41.14.1 (€T 0 - OO RRTRURRPSSR 17
41142 QL SRR 17
4115 SIGNAIUNE REFEIEINCE ...ttt bbbt b st b b b e nn e ens 17
41.151 (€T 0 - OO RRTRURRPSSR 17
41152 QL SRR 17
4.2 Validation-REPOI-EIEMENT ..ot b e e b bbb neene s 18
421 (CT= 0T o SO PPSPPSN 18
422 XIMIL ettt ettt ettt ettt E £ R R et R R e £ eR R e e e R e R e e e R e R e A e Rt R et e Rt Rt e Rt e Rt en e benteneenen 18
4.3 Signature-Validation-RePOI-EIEMENL..........cooiieii et ae e et eenaesnaesraesneas 18
431 (CT= 0T o SO PRSP 18
432 XIMILL ettt ettt sttt b et b ettt Rt R R et R e R e £ e R £ R e £ e R e R e £ R e R e A e Rt R et e Rt R et e Rt e Renteneebe st et enen 19
4.3.3 Signature [dentifiCation EIEMENL ..........c.ooii ettt eeeneenneenes 19
4331 Bl OMENE SEMBINTICS. ..o eeie ettt ettt sttt et e e s e st te et ese et eseeseeebeseesaeeseeneenseeensesbeseeeseeneeneeneans 19
4332 XML FEPIESENEALION ...ttt ettt ettt bt bbbt b et b et st b e et eb et nbenn e e 20
434 Signature Validation Status INAICALTON .........coueeiiiieiiereeese ettt b s b e e b e seene 20
4341 LT 07 SRRSO 20
4342 Main Status INAiCation EIEMENL ...........ooi it st s sre e eneeneen 20
4343 Status SUD-INAICAETON EIBMENL ........c.eiiieeeee e bbb 21
4344 DY L o === 1o 22
435 Validation Constraints EValualion REPOIT .........ceeiieiieeiirieseeseee et ste e s e e sreeae e snaesnaesneesnees 22
4351 LC T o1 =TT 22
4352 D ST S 23
4.35.3 FOrmal POLICY EIEMENT........cciie ettt ettt e e e esae e teeneeenaeenaesnaesreesneas 23
43531 LT 07 S RRRSRSN 23
4.35.3.2 L SRR 24
4354 Individual Validation Constraint Report EIement ..o 24
43541 (T 0T USRS 24
4.354.2 L SRR 25
4.3.6 Signature Validation Time INFO .......coi i s 25
4.36.1 LC T o1 - TSRS 25
4.3.6.2 D ST S 26
4.3.7 Signer's DOCUMENE EJEIMENL........ccuiiie ettt e e s et et ae e e e be e reenteenneeneeenes 26

ETSI



4 ETSI TS 119 102-2 V1.4.1 (2023-06)

4371 LT 07 S SRRRUSRR 26
43.7.2 . PSR 26
4.3.8 Signature ArDULE BIEMENT ..o et b e e b e nennenea 27
4381 LT 07 SO 27
4.3.8.2 L PSSR 27
439 Signer INfOrmMation EIEMENT..........c.oiii et e st et e e eta e re e re e teeneeneeenes 28
4391 LC T o1 - TSR 28
4392 D RSP 28
4.3.10 Signature QUAlITY ETEMENL..........ooiee et ae et e e ere e e te e te e reenteeeeenneenes 28
4.3.10.1 LC T o1 =TSSR 28
4.3.10.2 DL RS 29
4311 Signature Validation Process INformation EIEmENt ... 29
43111 LT 0T P RRSUSR 29
4.311.2 L SR 29
4.3.12 Associated Validation Report Data EIEMENT ..........ooioiiiiiieeee e e 30
43121 LT 0T P RRSUSR 30
43122 XIMIL 1ttt ettt bttt h R e R R £ R R et R £ R e £ R e R e R R e R et e Rt b et eR e Renteneebenaenennn 30
4.3.12.3 TrUSE ANCNON ETEIMENT ..ottt bbbttt e et sa e eb s ne e nnas 30
431231 LC TS o1 - PSSR 30
431232 D2 SRS 30
43124 Certificate Chain EIEMENL .........c.oiiieii ettt r et bt sb e e e 30
431241 LC T o1 - PSS 30
4.3.12.4.2 QL PP 31
4.3.12.5 Related Data ObjECLS EIQIMENT.........ciiiiirieiiitereet sttt eb et b e et e ebesnesnene 31
431251 LT 07 | SRR 31
4.3.125.2 QL PP 31
43.12.6 Revocation Status INformation EIEMENT...........coeieiiie et 31
431261 LT 07 | USRS 31
4.3.12.6.2 D2 OSSR 32
4.3.12.7 Crypto INfOrmMation EIEMENT ...........oceeceeceece et se e s e te e enaesneesneeneeas 32
431271 LC T g1 - PSS 32
4.3.12.7.2 D2 OSSR 33
43128 Additional Validation REPOIt DELa ........cc.eeieiieeiieiieieesieeceseesees e este e sae e seesseeseeseesneesneesseesseensenns 33
431281 L= 3T S S 33
4.3.12.8.2 D S 33
4.4 Signature Validation ODJECES............ciiiriiireee e bbbt 34
44.1 (€71 PR 34
4.4.2 L PR 34
4.4.3 (@] o= o L L=t U] = OSSPSR 35
4.4.4 (@ o= ox S 1Y/ o= SR 35
445 V2= T = (0] (Ko o USSR 35
4451 LC T o1 - TP 35
4452 D ST S 36
4.4.6 L 00 B B S = o (= TS 36
4.46.1 LC T o1 - TSRS 36
4.4.6.2 . PSR 36
4.4.7 POE PrOVISIONING ...ccveveueetereeutetesteeeteseeeete et et see et sae et s e et eb e sae st ebe s e et ebe s e et eb e se et e b e se e st ebens et ebesbe e nbenbeneees 37
4471 LT 07 SRRSO 37
4.4.7.2 . PSR 37
448 Validation Object Validation FEPOMT...........oiiiiirieiriie et 37
45 RV 1T = o T g1 £ 107 (o o 37
451 (CT= 0T o SO PPSPPSN 37
452 XIMIL ettt ettt ettt ettt E £ R R et R R e £ eR R e e e R e R e e e R e R e A e Rt R et e Rt Rt e Rt e Rt en e benteneenen 38
4.6 Validation REPOI SIGNALUIE..........ccuiieeeieeeieeee s ee e st e ste et et e s e et eete st e sraeste e teestesaeesaeesreesseenseenseenseeneessensanns 38
Annex A (normative): Signature attribute representation.........ccccveceveieeve e 39
ALl SigNAUrEATIIDULESTYIE ..ottt sttt st tesae et e s tesneeeeseeenaensesaeeneeneenneenes 39
A.l1l LC T g1 ST 39
Al2 QL SRR 39
E 2 o o TH oo | N2 0= TSRS 40
A.21 LT 0T SRS 40

ETSI



5 ETSI TS 119 102-2 V1.4.1 (2023-06)

A.2.2 L SRR 40
A.23 (O | S RSRSN 40
A.2.4 KAUGES ... ottt ettt e et e et e s beesbeeeteeteeaeeeaeeehe e beenbeeabeeateeaeesheesheeaeesaeesheeaReenbeeteeareenteareenres 40
A.25 PAES . ...t ettt ettt e b e e be e be e besaeeeheeehe e bt ebeeateeaeeabeebe e beeteeteateeaeeeaeenreereereans 41
A.2.6 JAAES. ...ttt ettt e e be e te e beeateeteaeeeheeeheebeebeeabeeateaheeaheeateetesaeesheeaReereeteeateeatenreesres 41
YN I Mo 01 (o T @= 4 1) o= (S 41
A3l LT 0T SRS 41
A.3.2 D27 PSR RTPPTRP 41
A.33 (O | SRR 42
A.3.4 KAUGES ...ttt ettt et e et e s teesbeeebeeateeaeeeaeeehe e be e beeabeeateeaeesheesheeaeesaeesheeeReereebeeateententeesrens 42
A.35 PAES . ...ttt ettt et e b e e be e be e te st e eheeehe e bt eteeateeaeeateebeeteeteeteateaaeeeaeeareereenreans 42
A.3.6 JAAES. ...ttt ettt et eebe e te e beeateeteeteeheeaheebeebeeateaateaheeaheeteeteaaeesheeaheereenteeareeneenteesres 43
YN BT =@ o L= w1 o 1 1= SR 43
A4l LT 0T SRS 43
AA4.2 D7 PSSR 43
A43 L7 0| S SS 43
A4d4 D N0 | SRS 43
A.45 PAES . ...t ettt ettt e b e e be e be e besaeeeheeehe e bt ebeeateeaeeabeebe e beeteeteateeaeeeaeenreereereans 44
A.4.6 JAAES. ...ttt ettt e e be e te e beeateeteeteeheeeheebeebeeateeateaheeaheeteeateeaeesheeaReereeteenreeneenteenres 44
A5 CommitmentTYPEINAICAION .....ccuecuieeeiice et te st e e e e s re b e sreenesneens 44
A5.1 GBNETEL ...t bt e bR bR h e e e R R Rt SR e e Reeh £ e e e R e R e AR e ehe e Rt eh e e e e b e Rt eRe b e e Rt ene e e ennes 44
A5.2 D27 PSR RTPPTRP 44
A53 L7 0| SRS 44
AS54 DN | SRS 44
AS5.5 LN | PSS 44
A.5.6 0 | TSRS 45
A6 AllDaaOD] ECISTIMESIAM ...c.viueeieeieeieeiiet ettt e et b e b e b b e e e e e nb e ne e e e 45
A.6.1 LT 0T OSSP 45
A.6.2 QL SRR 45
A.6.3 CAES. ...ttt ettt et e et e et e e be e be e tesatesaeesaeesaeeabeeateeateeaeeabeebeebeeteeteanteeaeeeaeeareenreereans 45
A.6.4 DN | SRS 45
A.6.5 LN | SR 45
A.6.6 0 | TSRS 46
A.7 Individual DataOhj €CtSTIMESIAM ......ceueiiiiiirieitesiest ettt b n e e e s sne e 46
A71 LT 0T OSSP 46
A.7.2 L PR 46
A.7.3 KAUGES ... ottt et ettt e et e s beesbeeeteeteeaeeeaeeehe e be e beeabeeateeaeesheesheeaeeeaeesheeaReebeenteeateeneeateesreas 46
A74 PAES . ...ttt et ettt e b e et e e be e teeaeesheeehe e bt eteeateeateateeate e beebeeteateeaeeeaeeareereereans 46
y N T Mo o] FToxY/ (o U= o1 = U 46
A8.1 LT 0T SRS 46
A.8.2 DY PSPPSR 46
A.83 L7 0| SRS 47
A.8.4 KAUGES ... ottt et ettt e et e s beesbeeeteeteeaeeeaeeehe e be e beeabeeateeaeesheesheeaeeeaeesheeaReebeenteeateeneeateesreas 47
A.85 PAES . ...ttt ettt et et e b e et e e be e ee et sheeeheebeeteeateeaeeateeta e beeteareateeaeeaaeeaaeanreenreans 47
A.8.6 JAES. ...t sttt ettt et eebe e te e teeateeteateeheeaheebeebeebeeateaheeaheeteeteaaeeaaeeaheereeteeateeneenteesreas 47
A9 SIgNAUrEPIOAUCLIONPIACE ........ocueeii ettt st e et e s resaeeae e besreenenneens 47
A.9.1 LT 0T SRS 47
A.9.2 D27 PSR RTPPTRP 47
A.9.3 L7 0| SRS 48
A.9.4 DN | S 48
A.9.5 LN | SR 48
A.9.6 JAAES. ...ttt ettt e e be e te e beeateeteeteeheeeheebeebeeateeateaheeaheeteeateeaeesheeaReereeteenreeneenteenres 48
F N I T 0= )= RS 48
N L0 R €= 1 1= | OO PSRSN 48
0t 0 2 . I PP 48
N T 7 o | S SR 49
N 1 o | TSR 49

ETSI



6 ETSI TS 119 102-2 V1.4.1 (2023-06)

ALLDES  PAAES . ...ttt ettt et e —esaeeeheesheeabeebeeteeaeeeheaebaebeeabeeteereeeeaeeareeateeteereans 49
ALL0.8  JAAES........o oottt ettt e b e et e e be e be e teateaaeeaaeeabeeabeebeeateeateetaeateeabeeteeteeeeaeeaaeeateenteereans 50
ALLL COUNTEISIGNAIUIE......ctiiueeieiteeeeeete et e ste st este s e eaeestesteeseesbesaeessesaeeasesteessebesseensesseensessesseensesteensensesseensennens 50
N O €T - SR 50
0t I 2 . I PP 50
N e Y o | S SR 50
N O o | TSR 50
N 0T N | = SR 50
AL JAAES. ... .ottt ettt et e e b e e be e be e be e teeteaaeeeheeaheeabeebeeateeateetaeateeabeeteeteaeeaeeaaeeateereereans 51
y N S T 0 (01T =] I T 1= = 1 S 51
N Nt R €= 1 1= | PSSR 51
N D /PP 51
N e B O o | S SR 51
N o | = TSR 51
N T N | i S SR 51
N G AN o | =i TSR 51
A.13 CompleteCertifiCaEREIS ... ..o i e nre 52
N Nt R €= 1 1= | OO RRSN 52
0t I T, I S 52
ALLB.3  CAES. ...ttt ettt et e bt e et e e be e te st st eaeeahe e bt eteeateeaeeahaebeebeeteeteeeeaaeeaaeeateeteereans 52
N G 2 o | TSR 52
N G BT N | =i SR 53
N G 2 G T A 0| =i TSR 53
A.14 CompleteREVOCELTONRELS. ..ottt b et b e et n s e e e ane e 53
Nt R €= 1 1= | OSSR 53
St I S 53
ALLAZ  CAES. ...ttt ettt ettt et e et e e be e be e be e eeeaeeeheeabeebeeateeateeaeeehaebeebeeteeteaeeaaeeaaeeateebeereans 54
ALLAL  XAUES ...ttt ettt et e et e e beeebe e be e beeteeateeaeeeaeeeheaabe e beeabeeabeeaaebeebeeteereseesaeeaaeeateeteenreans 54
ALTADL  PAAES. ...ttt ettt ettt te e —esaeesheeeaeeabeebeeteeaeeebeaabaebeebeeteeteeeeaaeeaaeeareeteereans 54
ALLAB  JAAES. ...ttt ettt ettt e e b e e be e be e te e te e teaaeeeaeeaheeabeebeeateeateetaeateeabeeteareeteaeeaaeeateenteereans 54
A.15 AttribDULECErtifiCAEREFS ... .o re 55
N S T O €1 - SR 55
Nt T 4 . I PP 55
ALLE.3  CAES. ...ttt ettt ettt e et et e et e e be e te et eheeeaeeaheebeeteeateeaeeebaebeebeeteateeeeaaeeaaeeateebeenreans 55
ALLE.4  XAUES ...ttt ettt ettt e e be e e be et e e te e teateateeaeeeheeabe e beeteeate et ebeebeeteereaeeaaeeaaeeareeteereans 56
ALLIDE  PAAES . ...ttt et —e e —e s eesheeeheeabeebeeteeaeeaheeebaeteeabeeteeteeeesaeeaaeeateeteenreans 56
ALLE.6  JAAES...... .ottt b e et e e be e be e teeteseeeaeeaheeabeebeeateeateetaeateeabeeteateeeeaeeaaeeateeteereans 56
A.16 AttriDULEREVOCELT ONRELS.......ceieeeiieiieisee ettt b e ee e s e sesresbe e 56
N G T A €T - SR 56
Nt G 0 4 . I ORI 56
N G T N O o | S SR 57
N G T o | TSR 57
ALLB.5  PAAES. ...ttt ettt be e —e e eesheeehe e bt ebeeateeaeeeheaabaeteeteeteeteeeesaeeaaeeateeteereans 57
ALLB.6  JAAES...... .ottt ettt e b e be et e e be e te e teaaeeeaeeahe e bt ebeeateeateetaeateeabeeteeteeteaeeaaeeateeteenreans 57
A.17 SIGANAREFSTIMESIAMP.....eiitiiteeie et et e st e s te e te st e e ae e tesaeesesbeeneestesreeseensesreensenneens 58
N O €T - SR 58
Nt I 4 . I ORI 58
N e T O o | S SR 58
N o | = TSR 58
N T N | = SR 58
N G T A o | =1 TSR 58
A 18 REFSONIYTIMESIAM ..evieeeieiiese st e e ste et e ste e e e tesseesesseeneessesaeesesseenseseesesseensensenneenes 58
N R €= 1 1= | PPN 58
Nt - 2, I S 59
N S T N O o | S SR 59
N S B o | TSR 59
N R T N | SR 59

ETSI



7 ETSI TS 119 102-2 V1.4.1 (2023-06)

YN S S TN 1Y o | = TR 59
AL CaItITICAIEV BIUBS. ... eeeee ettt e e et e e e ettt e s ea et e s eateeeseaaseeessaasetessaaseeessaaseeesaaseeessaanreessaaneees 59
R S R T o 1< | TR 59
NNt e T2 |/ 59
R S R T Y o | Y 60
R S S 7 X [ 60
R S R T = Y o | 60
R SN S TN 7Y o | R 60
A 20 REVOCTLTONV GIUES.......eeeeeeeeeeeeeee ettt et e et e e et e e e s ase e eeeseseeasasaseeeeeeesssaaaassseeeeeessssasassseseeessssaaassneeeneeesesanns 60
N 5 R €= 1= | [T 60
20,2 XV ottt — e ———t et at et ———————————————————————————————— 60
2 0 T O Y o | Y 60
0 7 o | i 61
2 0 T = Y o | 61
A 0 S TN 7Y o | TR 61
YN AN 1 (AN B 1010 L (= 0= AV = 16 (=TT 61
A N R € 7= 1= | ST 61
AL 20,2 XV ettt — e ————t—t—t—t—————————————————————————————————— 61
N2 R T Yo | = SO 62
A.21.4 PAAES ..ottt e e e e e e e ettt e e e ee e e ——eteeeaeaaea——teteeeaaa ———eeeeeetaaaa————teteeeaana———aaeeeaaaan————.as 62
2 T T 7Y o | TR 62
A.22 AtTIDULEREVOCEIT ONVY GIUES .......eeeeeeeeeeeeeeeee ettt ettt e e e e e e e s ettt eeeeeeesasseeeeeteessasanasseseesessaaassreeneeesesaans 62
N T T o 1< | TR 62
F N < Y/ I 62
YN T Yo | = ST 62
Y S = N o | = SRR 63
YN S TN 1Y o | = TR 63
A.23 TimeStampV alidatiONDELA.............ccceiiiiiie ettt e e b e s e seesbeeaesresreeseenbesreeeesneens 63
A A T o 1< | R 63
F N2 T |/ 63
2 T D 7 X o [ i 63
A S = A o | 63
2 S TN 1Y o | R 64
A.24 ATCRIVETIMESIAIM ..vetitetee ettt ettt s bt bbb e s e e b e e e e et e bt eb e eb e s b e s s e b e e e s eneesenbeanenrens 64
N N R 7= < | [T 64
AlL24.2 XV et —————————————t—t———————————————————————————————————— 64
N T O Y o | Y 64
S 7 o | i 64
i T = Y o | T 65
i TN 1Y o | TR 65
A.25 RENEWEIDIGESIS. ... .cueeuerieitiitertesie ettt sttt et s e st e st ab e s h e e b e se e b e e e e e s e eb e eb e e bt e b e seeneeaeenenb e e nenr e s e e 65
YN Yo R €= 1= | O 65
AL 25,2 XV et —————t—t—t———————————————————————————————————— 65
YN T Yo | = SRR 65
A 26 IMESSAGEDIGESL ...veveeieiteeie ettt ettt e te e et e st e s te et e s be e e et e eaeesbeebe e teebeeae e beeaeeateaReetentenreeaeebeereetenneens 65
N S 0 A T o 1< | 65
F N2 T Y/ 65
N T T O LY o | Y 66
N S = A o | 66
27 DS e et e e ——eeeee—eeeaat—eeeaar—eeeaaa—eeeaer—eeeaereteeeaaneeeeaaeeeeaareeeeaanneeeaaneaeeaaneas 66
YA A R €= = | ST 66
AL 27,2 XV oottt — e ————t—t—t———————————————————————————————————— 66
A T = Y o | 66
YN S YA = ISR ST RURRR 67
< T A < o 1< | TR 67

ETSI



8 ETSI TS 119 102-2 V1.4.1 (2023-06)

AL 28,2 XV oot — et —————t ettt ———————————————————————————————————— 67
YN < T T =7 1Y o | = SO 67
y N I Lo W0 1=S 7= 4 o TSP 68
S R T o 1< | R 68
F N2 T |/ 68
S T =AY o | TR 68
F NG O (=7 <o | [T 68
NG {5 R 7= 1= | TR 63
AlLB0.2 XV et — e ————t ettt —t—————————————————————————————————— 69
YN0 R T = 1Y o | = SRR 69
AN 1 R A= 69
3 0 A T o 1< | 69
N 1 02 |/ 69
3 R T =7 1Y o [ 69
YN YA @0 a1 r="o: 1 [ ) {0 JHURTUR PO 69
NG Y R €= 1= | O 69
AL B2, 2 XV oottt ———t et atat—————————————————————————————————— 70
YN YR T = 1Y o | = SRR 70
F ARSI S | o) 1 | (< SRR 70
R 0 A T o 1< | 70
NG 3G 22 |/ 70
YRGS T = 1Y o | = ST 70
R i Y [ T SRR 71
NG 7 N R 7= 1= | [T 71
LB, 2 XV ettt — e —————t ettt ———————————————————————————————————— 71
7 T = 1Y o | R 71
F NG LT = 1 = TSR 71
LY A T o 1< | T 71
AL 35,2 XV ot — e —————t—t—————————————————————————————————————— 71
A.35.3 PAGES ...t e et e et e e e et ettt e e e ee e e ——tteeeaeaaaa——eeteeeaaa ———eeteeetaaan————teteeeaaaa———aeeeeaaaar————aaas 71
Annex B (normative): DY IS e g 1< 1 o= VTP 72
L 11 (TP TP PR PRPRPRTROTN 73

ETSI



9 ETSI TS 119 102-2 V1.4.1 (2023-06)

Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The declarations
pertaining to these essential IPRs, if any, are publicly available for ETSI members and non-members, and can be
found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to
ETS in respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the
ETSI Web server (https:/ipr.etsi.org/).

Pursuant to the ETSI Directivesincluding the ETSI IPR Policy, no investigation regarding the essentiality of IPRS,
including I PR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not
referenced in ETSI SR 000 314 (or the updates on the ETS| Web server) which are, or may be, or may become,
essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its
Members. 3GPP™ and LTE™ are trademarks of ETSI registered for the benefit of its Members and of the 3GPP
Organizational Partners. oneM 2M ™ logo is atrademark of ETSI registered for the benefit of its Members and of the
oneM2M Partners. GSM ® and the GSM logo are trademarks registered and owned by the GSM Association.

Foreword

This Technical Specification (TS) has been produced by ETSI Technical Committee Electronic Signatures and
Infrastructures (ESI).

The present document is part 2 of a multi-part deliverable covering Procedures for Creation and Validation of AJES
Digital Signatures, asidentified below:

Part 1:  "Creation and Validation";
NOTE: Partlisalso published asETSI EN 319 102-1.

Part 2: " Signature Validation Report".

Modal verbs terminology

In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

ETSI
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1 Scope

The present document specifies a general structure and an XML format for reporting the validation of AJES digital
signatures (specified in ETS| EN 319 122-1[i.1], ETSI EN 319 132-1 [4], ETSI EN 319 142-1 [i.3] respectively). The
present document is aligned with the requirements specified in ETSI EN 319 102-1 [1].

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found at
https://docbox.etsi.org/Reference.

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary for the application of the present document.

[1] ETSI EN 319 102-1 (V1.3.1): "Electronic Signatures and Infrastructures (ESI); Procedures for
Creation and Validation of AJES Digital Signatures; Part 1: Creation and Validation”.

[2] W3C® Recommendation 11 April 2013: "XML Signature Syntax and Processing Version 1.1".

[3] ETSI TS101 903 (V1.3.2): "XML Advanced Electronic Signatures (XAdES)".

[4] ETSI EN 319 132-1: "Electronic Signatures and Infrastructures (ESI); XAdES digital signatures;
Part 1: Building blocks and X AdES baseline signatures’.

[5] ETSI EN 319 132-2: "Electronic Signatures and Infrastructures (ESI); XAdES digital signatures;
Part 2: Extended XAdES signatures”.

[6] ETSI TS 119 612: "Electronic Signatures and Infrastructures (ESI); Trusted Lists'.

[7] ETSI TS 119 312: "Electronic Signatures and Infrastructures (ESI); Cryptographic Suites'.

[8] IETF RFC 3061: "A URN Namespace of Object Identifiers'.

[9] 1 SO 32000-1:2008: "Document management - Portable document format - Part 1. PDF 1.7".

[10] W3C® Recommendation 5 April 2012: "XML Schema Definition Language (XSD) 1.1

Part 1: Structures".

[11] ETSI TS 119 172-1: "Electronic Signatures and Infrastructures (ESI); Signature Policies;
Part 1: Building blocks and table of contents for human readable signature policy documents”.

[12] IETF RFC 5035: "Enhanced Security Services (ESS) Update: Adding CertID Algorithm Agility”.
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https://www.rfc-editor.org/info/rfc5035
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2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] ETSI EN 319 122-1: "Electronic Signatures and Infrastructures (ESI); CAJES digital signatures;
Part 1: Building blocks and CAdES baseline signatures’.

[i.2] ETSI EN 319 122-2: "Electronic Signatures and Infrastructures (ESI); CAJES digital signatures;
Part 2: Extended CAdES signatures’.

[1.3] ETSI EN 319 142-1: "Electronic Signatures and Infrastructures (ESI); PAJES digital signatures,
Part 1: Building blocks and PAJES baseline signatures'.

[i.4] ETSI EN 319 142-2: "Electronic Signatures and Infrastructures (ESI); PAJES digital signatures,
Part 2: Additional PAJES signatures profiles".

[i.5] ETSI TS 119 182-1: "Electronic Signatures and Infrastructures (ESI); JAJES digital signatures;
Part 1: Building blocks and JAdES baseline signatures”.

[i.6] IETF RFC 4998: "Evidence Record Syntax (ERS)".

[i.7] IETF RFC 6283: "Extensible Markup Language Evidence Record Syntax (XMLERS)".

[i.8] Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014 on

electronic identification and trust services for electronic transactions in the internal market and
repealing Directive 1999/93/EC.

[1.9] Recommendation I TU-R TF.460-6: " Standard-frequency and time-signal emissions’.
3 Definition of terms, symbols and abbreviations
3.1 Terms

For the purposes of the present document, the terms given in ETSI EN 319 102-1 [1] and the following apply:

AdES (digital) signature: digital signature that is either a CAdES signature, or a PAJES signature or a XAdES
signature

advanced electronic signature: Asdefined in Regulation (EU) No 910/2014 [i.8].

CAdES signature: digital signature that satisfies the requirements specified within ETSI EN 319 122-1[i.1] or ETSI
EN 319 122-2[i.2]

Coordinated Universal Time (UTC): time scale based on the second as defined in Recommendation
ITU-R TF.460-6 [i.9]

data object: actual binary/octet data being operated on (transformed, digested, or signed) by an application

datato be signed formatted: data created from the data to be signed objects by formatting them and placing them in
the correct sequence for the computation of the data to be signed representation

datato be signed representation: hash of the datato be signed formatted, which is used to compute the digital
signature value
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JAdES signature: digital signature that satisfies the requirements specified within ETSI TS 119 182-1 [i.5]

PAdES signature: digital signature that satisfies the requirements specified within ETSI EN 319 142-1[i.3] or ETSI
EN 319 142-2[i 4]

public key: in apublic key cryptographic system, that key of an entity's key pair which is publicly known
gualified electronic signature: Asdefined in Regulation (EU) No 910/2014 [i.8].
signature validation report: See ETSI EN 319 102-1 [1].
NOTE: Clause5.1.3 of ETSI EN 319 102-1 [1] specifies minimum requirements for the content of such areport.

(electronic) time-stamp: datain electronic form which binds other electronic datato a particular time establishing
evidence that these data existed at that time

trusted list: list that provides information about the status and the status history of the trust services from trust service
providers regarding compliance with the applicable requirements and the relevant provisions of the applicable
legislation

NOTE: Inthe context of European Union Member States, as specified in Regulation (EU) No 910/2014 [i.8], it
refersto an EU Member State list including information related to the qualified trust service providers for
which it is responsible, together with information related to the qualified trust services provided by them.

In the context of non-EU countries or international organizations, it refersto alist meeting the
requirements of ETSI TS 119 612 [6] and providing assessment scheme based approval status
information about trust services from trust service providers, for compliance with the relevant provisions
of the applicable approval scheme and the relevant legidation.

XAdES signature: digital signature that satisfies the requirements specified within ETSI EN 319 132-1 [4] or ETSI
EN 319 132-2 [5]

3.2 Symbols

Void.

3.3 Abbreviations

For the purposes of the present document, the following abbreviations apply:

AdES Advanced Electronic Signature
CRL Certificate Revocation List

DA Driving Application

DER Distinguished Encoding Rules
DSS Digital Signature Service
DTBSF Data To Be Signed Formatted
DTBSR Data To Be Signed Representation
OCsP Online Certificate Status Protocol
oID Object | Dentifier

PDF Portable Document Format

POE Proof Of Existence

SD Signer's Document

SDR Signer's Document Representation
SVA Signature Validation Application
TSP Trust Service Provider

TU Time-stamping Unit

URI Uniform Resource I dentifier
URL Uniform Resource Locator

URN Uniform Resource Name

uTC Coordinated Universal Time

VRI Validation Related Information
W3C World Wide Web Consortium
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XML eXtensible Markup Language

4 Signature Validation Report Structure

4.1 General provisions

4.1.1 Report Structure

411.1 General

The present document defines the structure of reporting the result of the validation of an AJES digital signature
(specified in ETSI EN 319 122-1[i.1], ETSI EN 319 132-1 [4], ETSI EN 319 142-1 [i.3] respectively). The Signature
Validation Application (SVA) is assumed to follow the signature validation model specified in ETSI EN 319 102-1 [1]
and illustrated by Figure 1.

Driving Application (DA)

Signature

Signature
Validation Cryptographic X509 e Other
. Constrants Valdaion Elements Constrants
Policy Constraints Constraints

| oarnanorso! | o

i Signature Validation Vaiidation
: : = . . Report
[ eomae ]! Application (SVA)

{@:

Figure 1. Conceptual Model of Signature Validation ETSI EN 319 102-1 [1]
The signature validation report shall consist of:

. One or more Signature Validation Report-elements, each element containing the overall signature validation
status for one signature as well as additional information on the signature validation performed. Clause 4.3
describes this element.

It may also contain:

. A Signature Validation Objects-element, containing objects used during validation, such as trust anchors,
CRLs, or time-stamps. Clause 4.4 describes this element.

NOTE: Objects contained in a signature validation objects element can be trust anchor information, CRLs or
time-stamps. Some of these objects tend to be large. The signature validation objects element acts a
container allowing storing objects only once even when they are needed for more than one signature
validation report element.
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e A \Validator Information Element, containing information on the entity validating the signature(s) and
producing the report. Clause 4.5 describes this element.

e A Validation Report Sgnature Element, containing a signature on the report. Clause 4.6 describes this
element.

Figure 2 illustrates this structure. Figure 3 shows the structure with the elements contained in each of the fields. The
following clauses describe these elements.

Signature Validation Report

Signature Validation Report Element
Signature Validation Report Element

Signature Validation Report Element

Signature Validation Objects Element

T |

Validator Information
Validation Report Signature

A
7

A dotted line indicates a reference to the validation object is
contained in the signature validation report element

Figure 2: Signature Validation Report Structure
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Signature ldentification Element
Signature Validation Status Indication
Main Status Indication

Status Sub-Indication
Associated validation report data elements
Validation Constraints Evaluation Report
Formal Policy
Policy Identifier
Policy Name
URLs

Validation Constraint (1..n)
Validation Constraint Identifier

Validation Constraint Status (Applied, Disabled, Overridden)

Constraint Validation Result
Main status indication

Status sub-indication
Associated validation report data elements
Signature Validation Time Info

Time of validation
Time of POE of signature

Signature Validation Report Element

Signer's Document

Signature Attributes

Signer Information

Signature Quality

Validation Process (according to ETSI EN 319 102-1 [1])

Validation Service Policy

Process
Information

Validation Service Practice Statement
Other

Signature
Validation

Signature Validation Report Element

Signature Validation Report Element

—
o g o
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el - 29386 E28 T
£ g 222 O0L B
2 0 OC0>0a0dn>>
;%g Signature Validation Object
) Signature Validation Object

Validator Information

Validation Report Signature Element

Figure 3: Validation Report Structure and Elements

Annex B of the present document references an XML Schema file for the present document.
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For every element specified below, a clause provides an excerpt of that schemathat is relevant for that element for
information. In case of discrepancies between such xml schema excerpts provided in the present document and the
XML Schemafiles, the XML Schema files shall take precedence.

Conventional XML namespace prefixes are used in the present document:
e  Theprefix vr: (or no prefix) stands for the namespace for the present document.
e Theprefix ds: standsfor the W3C XML Signature namespace [2].

. The prefix XAJES: stands for the namespace defined in ETSI XML Advanced Electronic Signatures (XAdES)
document [3].

. The prefix t sl : stands for the namespace defined in ETSI TS 119 612 [6].
. The prefix xs: stands for the XML schema namespace [10].

Table 1 shows the URI values of the XML namespaces and their corresponding prefixes used in the schema file and
within the present document.

Table 1. Namespaces with prefixes

URI value of the XML Namespace Prefix
http://uri.etsi.org/19102/v1l. 4. 1# vr
http://ww. w3. or g/ 2000/ 09/ xm dsi g# ds
http://uri.etsi.org/01903/vl.3.2 XAJES
http://uri.etsi.org/ 02231/ v2# t sl
http://ww. w3. org/ 2001/ XM_Schena XS

The following elements are used throughout the following clauses.
41.1.2 Validation Object Reference Element

41121 General
Validation object reference elements are used within a validation report to reference another element within the report.

EXAMPLE: Signature validation objects or the Signature | dentification Element can be such elements that are
referenced.

41122 XML

Validation object reference elements shall be type VORef er enceType that is defined as follows:
<xs: conpl exType name="VORef erenceType" >
<xs: sequence>
<xs:any nanespace="##any" processContents="|ax" m nCccurs="0"/>
</ xs: sequence>

<xs:attribute nane="VOReference" type="xs:|DREFS" use="required"/>
</ xs: conpl exType>

41.1.3 Typed Data Type

41.1.3.1 General

A typed data type element is a generic data structure that can be used for representing any Type-Value tuple.
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4.1.1.3.2 XML
A typed data type element shall be of type TypedDat aType that is defined as follows:

<xs: conpl exType nanme="TypedDat aType" >
<XS: sequence>
<xs: el ement name="Type" type="xs:anyURl"/>
<xs: el ement nanme="Val ue" type="xs:anyType"/>
</ xs: sequence>
</ xs: conpl exType>

4.1.1.4 Any Type

41.1.4.1 General

Various validation report elements allow the inclusion of optional elementsthat can be of "any type". The Any Ty pe
element is a generic data structure that can be used for representing any such elements.

4.1.1.4.2 XML
An any type element shall be of type Any Ty pe that is defined as follows:

<xs: conpl exType name="AnyType" m xed="true">
<xs:sequence m nCccurs="0" maxCccurs="unbounded" >
<xs:any processContents="|ax"/>
</ xs: sequence>
</ xs: conpl exType>

4115 Signature Reference

41.15.1 General

A signature reference element references a specific electronic signature.

41152 XML

A signature reference shall be of type Si gnat ur eRef er enceType that is defined as follows:

<xs: conpl exType name="Si gnat ur eRef er enceType" >
<xs: choi ce>
<XS: sequence>
<xs: el ement nanme="Canoni cal i zati onMet hod" type="xs:anyURI" m nCccurs="0"/>
<xs: el ement nanme="D gest Met hod" type="xs:anyURl"/>
<xs: el ement nane="Di gest Val ue" type="xs: base64Bi nary"/>
</ xs: sequence>
<xs: el ement ref="vr: XAdESSi gnaturePtr"/>
<xs: el ement nanme="PAdESFi el dNanme" type="xs:string"/>
<xs:el ement nanme="Qt herlnfornmation" type="vr:AnyType" m nCccurs="0"/>
</ xs: choi ce>
</ xs: conpl exType>

<xs: el ement nanme="XAdESSi gnat urePtr" type="vr: XAdESSi gnat ur ePtr Type"/ >
<xs: conpl exType name="XAdESSi gnat ur ePtr Type" >
<Xs: sequence>
<xs: el ement nanme="NsPrefi xMappi ng" type="vr: NsPrefixMappi ngType" m nCccurs="0"
maxQccur s=" unbounded"/ >
</ xs: sequence>
<xs:attribute name="Whi chDocunment" type="xs:|DREF" use="optional"/>
<xs:attribute name="XPath" type="xs:string" use="optional"/>
<xs:attribute name="SchemaRefs" type="xs:|DREFS"' use="optional "/>
</ xs: conpl exType>

<xs: conpl exType name="NsPrefi xMappi ngType" >
<xs: sequence>
<xs: el ement nane="NanmespaceURl " type="xs:anyURl "/>
<xs: el ement nanme="NanmespacePrefix" type="xs:string"/>
</ xs: sequence>
</ xs: conpl exType>
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4.2 Validation-Report-Element

421 General

Presence: Mandatory

Description: This element is the wrapper for reports on the validation of one or more signatures.

Content: This element shall contain one or more signature-validation-report elements as specified in
clause 4.3.

It also may contain:
" asignature validation objects element as specified in clause 4.4,

L] information on the entity validating the signature and creating the validation report as
described in clause 4.5; and

L] avalidation-report-signature element as described in clause 4.6.

4.2.2 XML

The validation report element shall be contained in an element named Val i dat i onReport of type
Val i dat i onReport Type that is defined as follows:

<xs: conpl exType name="Val i dati onReport Type" >
<xs:sequence>
<xs: el ement nanme="Si gnatureVal i dati onReport" type="vr: SignatureValidati onReport Type"
maxQccur s=" unbounded"/ >
<xs: el ement name="Si gnat ureVal i dati onObj ect s"
type="vr: Val i dati onQbj ect Li st Type" m nCccurs="0"/>
<xs: el ement nanme="Si gnatureValidator" type="vr:SignatureValidatorType" m nCccurs="0"/>
<xs:element ref="ds: Signature" m nCccurs="0"/>
</ xs: sequence>
</ xs: conpl exType>

4.3 Signature-Validation-Report-Element

4.3.1 General

Presence: Mandatory
Description: This element represents the validation information for a single signature.
Content: This element shall contain a sequence of elements described in clauses 4.3.3 t0 4.3.12.

NOTE: Thiselement isalso used in the validation report of a signature validation object (see clause 4.4.8). The
rules whether an element contained within this element is mandatory or optional can be different in this
case.

This element may a so contain any other information provided by the validation process.
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The signature validation report shall be contained in an element named Si gnat ur eVal i dati onReport of type
Si gnat ur eVal i dat i onReport Type that is defined as follows:
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<xs: conpl exType name="Si gnat ureVal i dati onReport Type" >

<xs:seq
<xs

<XS:

<XS:
<XS:
<XS:
<XS:

<Xs

<XS:

<XS:
<XS:

uence>
: el ement
el enent

el enent
el enent
el enent
el enent
: el ement
el enent

el ement
el ement

</ xs: sequence>
</ xs: conpl exType>

name="
nanme="
type="
name="
name="
nanme="
nane="
name="
name="
type="
nanme="
nanme="

Signatureldentifier" type="vr:SignatureldentifierType" m nCccurs="0"/>
Val i dati onConst rai nt sEval uati onReport"

vr: Val i dati onConstrai nt sEval uati onReport Type" m nCccurs="0"/>

Val i dati onTi nel nf 0" type="vr: ValidationTi nel nf oType" m nCccurs="0"/>
Si gner sDocunent " type="vr: Si gner sDocunment Type" m nCccurs="0"/>
SignatureAttri butes" type="vr:SignatureAttributesType" m nCccurs="0"/>
Si gner | nformation" type="vr:Signerlnformati onType" m nCccurs="0"/>

Si gnatureQual ity" type="vr:SignatureQualityType" m nCccurs="0"/>

Si gnat ureVal i dati onProcess"

Si gnat ureVal i dati onProcessType" m nCccurs="0"/>

Si gnat ureVal i dati onSt at us" type="Val i dati onSt at usType"/>

O her | nformati on" type="vr: AnyType" m nCccurs="0"/>

4.3.3 Signature Identification Element

4331

Presence:

Description:

Content:

Element Semantics

Conditional.
This element shall be present in the validation report of a signature unless the signature validation
status element (see clause 4.3.4) indicates that a validation has not been possible because signature
was not conformant to one of the base standards to the extent that the cryptographic verification
building block was unable to processit (main indication TOTAL-FAILED, subindication
FORMAT_FAILURE as specified in ETS| EN 319 102-1 [1], clause 5.1.3, table 6).

This element may be present in avalidation report of a signature validation object (see
clause 4.4.8).

This element identifies the signature that has been the scope of the validation.

This element shall contain:

1) TheDTBSR (seeclause4.2.8in ETSI EN 319 102-1 [1]) together with an identifier of the
hash algorithm used to calcul ate the hash.

2) Anindication whether the DTBSF (see clause 4.2.7 in ETS| EN 319 102-1 [1]) or the
DTBSR (seeclause 4.2.8in ETSI EN 319 102-1 [1]) has been processed by the SVA.

NOTE 1. Thisallowsthe report format defined in the present document to be used when a SV A has verified the
cryptographic signature and the validity of the certificate(s) only without having seen the documents and
any other elements of an AJES-Signature.

3) Anindication whether the Signer's Document (SD) (see clause 4.2.3in ETSI
EN 319 102-1 [1]) or the Signer's Document Representation (SDR) (see clause 4.2.4in ETSI
EN 319 102-1 [1]) has been processed by the SVA.

NOTE 2: Thisallows the report format defined in the present document to be used when a SV A has verified an
AdES signature having processed the hash the Signer's Document only.

This element may also contain:

4) A uniqueidentifier allowing this element to be referenced within the validation report.

5) Thedigital signature value.

6) Anidentifier provided by the DA.

7)  One or more other elements, which help identifying a signature and the signature datain a
unigue manner.
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4.3.3.2 XML representation
The Signature Identification Element shall be of type Si gnat ur el denti fi er Type.
This element shall contain the DTBSR in an element of type XAdES: Di gest Al gAndVal ueType.

The element HashOnl y shall contain the valuet r ue when only the DTBSR has been processed by the SVA,
otherwise it shall contain the valuef al se.

The element DocHashOnl y shall contain the valuet r ue when only the SDR has been processed by the SVA,
otherwise it shall contain thevaluef al se.

This element may also contain:
. a<ds: Si gnat ur eVal ue>-element to identify the signature by the digital signature value;
. aDAl denti fi er -element containing an identifier provided by the DA; and
. anxs: i d attribute as the unique identifier by which this element can be referenced,;
. one or more elements (of any type) helping to identify the signature.

The set of child elements shall be chosen to identify the signature or validation datain an unambiguous manner.

<xs: conpl exType nanme="Si gnaturel dentifier Type">
<xs: sequence>
<xs: el ement name="Di gest Al gAndVal ue" type="XAdES: Di gest Al gAndVal ueType" mi nCccurs="0"/>
<xs: el ement ref="ds: Si gnatureVal ue" m nCccurs="0"/>
<xs: el ement name="HashOnl y" type="xs:bool ean"/>
<xs: el ement nane="DocHashOnl y" type="xs: bool ean"/>
<xs: el ement nanme="DAldentifier" type="xs:string" m nCccurs="0"/>
<xs: el ement name="C her | nformati on" type="vr: AnyType" m nCccurs="0"/>
</ xs: sequence>
<xs:attribute name="id" type="xs:|D' use="optional"/>
</ xs: conpl exType>

4.3.4  Signature Validation Status Indication

434.1 General
Presence: Mandatory.
Description: When present in the validation report of a signature, this element providesinformation on the
status of the full validation of the signature in the context of a particular signature validation
policy.

When present in avalidation report of a signature validation object, this element provides
information on the result of the validation of that object in the context of a particular signature
validation policy that was selected for the validation of the signature.

Content: This element shall contain one main status indication element as defined in clause 4.3.4.2.
This element may contain one or more sub-indication elements as defined in clause 4.3.4.3.

NOTE: There can be more than one sub-indication element when the SV A needs to report multiple problems.

4.3.4.2 Main Status Indication Element
Presence: Mandatory.
Description: This element provides the main status indication.
Content: When present in the validation report of a signature, the following URIs shall be used to represent

the main status indication:

=  TOTAL-PASSED urn:etsi:019102: mai nindication:total -passed
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] TOTAL-FAILED urn:etsi:019102: mai nindication:total -failed
] INDETERMINATE urn:etsi:019102: mai nindication:indeterminate

When present in an individual validation constraint report element (see clause 4.3.5.4) or a
validation report of a signature validation object (see clause 4.4.8), the following URIs shall be
used to represent the main status indication:

L] PASSED urn:etsi:019102: mai nindication: passed
] FAILED urn:etsi:019102: mainindication:failed
] INDETERMINATE urn:etsi:019102: mai nindication:indeterminate

The main status indication may be supported by associated validation report data as specified in
tables5and 6 of ETSI EN 319 102-1 [1]. If present, such data shall be contained in associated
validation data elements as specified in clause 4.3.12.

4343 Status Sub-Indication Element
Presence: Optional.
Description: This element provides a status sub-indication.

NOTE: When the main statusindication is TOTAL-FAILED or INDETERMINATE, providing a sub-indicationis
essential to understand the reason for the result.

Content: The Status Sub-Indication element shall consist of:
1) asub-indication that shall clearly identify the reason for the main status indication; and

2) optional associated validation report data elements (see clause 4.3.12) supporting that
sub-indication.

There may be more than one sub-indication element present.

A sub-indication may be supported by associated validation report data as specified in tables 5 and
6 of ETSI EN 319 102-1 [1]. If present, such data shall be contained in associated validation data
elements as specified in clause 4.3.12.

When the sub-indication corresponds to a sub-indication defined in ETSI EN 319 102-1 [1], the
following URIs shall be used.

Table 2
Subindication URN

FORMAT_FAILURE urn:etsi:019102: subi ndi cati on: FORVAT_FAI LURE
HASH_FAILURE urn: etsi:019102: subi ndi cati on: HASH FAI LURE
SIG_CRYPTO_FAILURE urn: etsi:019102: subi ndi cation: SI G CRYPTO FAI LURE
REVOKED urn: etsi:019102: subi ndi cati on: REVOKED
SIG_CONSTRAINTS_FAILURE urn:etsi:019102:

subi ndi cati on: SI G_ CONSTRAI NTS_FAI LURE
CHAIN_CONSTRAINTS_FAILURE urn:etsi:019102:

subi ndi cati on: CHAI N_CONSTRAI NTS_FAI LURE

CERTIFICATE_CHAIN_GENERAL_FAILURE urn:etsi:019102:
subi ndi cat i on: CERTI FI CATE_CHAI N_GENERAL_FAI LURE

CRYPTO_CONSTRAINTS_FAILURE urn:etsi:019102:

subi ndi cati on: CRYPTO_CONSTRAI NTS_FAI LURE
EXPIRED urn: etsi:019102: subi ndi cati on: EXPl RED
NOT_YET _VALID urn: etsi:019102: subi ndi cati on: NOT_YET_VALI D
POLICY_PROCESSING_ERROR urn:etsi:019102:

subi ndi cati on: POLI CY_PROCESSI NG_ERROR
SIGNATURE_POLICY_NOT_AVAILABLE urn: etsi:019102:

subi ndi cati on: S| GNATURE_POL| CY_NOT_AVAI LABLE
TIMESTAMP_ORDER_FAILURE urn:etsi:019102:

subi ndi cati on: TI MESTAMP_ORDER_FAI LURE
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Subindication URN

NO_SIGNING_CERTIFICATE_FOUND urn:etsi:019102:

subi ndi cat i on: NO_SI GNI NG_CERTI FI CATE_FOUND
NO_CERTIFICATE_CHAIN_FOUND urn:etsi:019102:

subi ndi cat i on: NO_CERTI FI CATE_CHAI N_FOUND
REVOKED _NO_POE urn: etsi:019102: subi ndi cati on: REVOKED _NO_ PCE
REVOKED _CA NO_POE urn: etsi:019102: subi ndi cati on: REVOKED CA NO PCE
OUT_OF_BOUNDS_NO_POE urn: etsi:019102:

subi ndi cati on: QUT_OF_BOUNDS_NO PCE
CRYPTO_CONSTRAINTS_FAILURE_NO_POE |urn:etsi:019102:
subi ndi cat i on: CRYPTO _CONSTRAI NTS_FAI LURE_NO PCE

NO_POE urn: etsi:019102: subi ndi cati on: NO_PCE
TRY_LATER urn: etsi:019102: subi ndi cati on: TRY_LATER
SIGNED_DATA_NOT_FOUND urn: etsi:019102:
subi ndi cat i on: S| GNED_DATA NOT_FOUND
CUSTOM urn: etsi:019102: subi ndi cati on: CUSTOM
REVOCATION_OUT_OF_BOUNDS_NO_POE urn: et si:019102: subi ndi cati on: REVOCATI ON_OQUT_OF_B
OUNDS_NO_PCE
4.3.4.4 XML representation

The signature validation status indication shall be provided as an element named Si gnat ur eVal i dat i onSt at us
of typeVal i dati onSt at usType, as defined below.

The main status indication shall be expressed by the element Mai nl ndi cat i on using the URIs defined in
clause 4.3.4.2.

The sub-indication shall be expressed by the element Subl ndi cati on using the URIs defined in clause 4.3.4.3.

The associated validation data may be reported in Associ at edVal i dat i onReport Dat a elements, see
clause 4.3.12.

<xs: conpl exType name="Val i dati onSt at usType" >
<xs:sequence>
<xs: el ement name="Mai nl ndi cati on" type="xs:anyURl"/>
<xs: el ement name="Subl ndi cati on" type="xs:anyURl" m nCccurs="0" maxCccurs="unbounded"/>
<xs: el ement nane="Associ at edVal i dati onReport Data" type="vr: Validati onReport Dat aType"

</ xs: sequence>
</ xs: conpl exType>

4.3.5  Validation Constraints Evaluation Report

4.35.1 General

Presence: Conditional.
This element shall be present in the validation report of a signature.

This element may be present in avalidation report of a signature validation object (see
clause 4.4.8).

Description: This element specifies the set of validation constraints that have been driving the validation
process, irrespective of the way the constraints have been defined (see ETSI EN 319 102-1 [1],
clause5.1.4.1).

Content: When aformal signature validation policy, asdefined in ETSI TS 119 172-1 [11], has been
selected explicitly or implicitly by the DA, this element shall contain areference to that formal
signature validation policy specification in aformal policy element (see clause 4.3.5.3).

NOTE: Thereferenceto the formal signature validation policy indicates that this policy has been driving the
validation. Detailed information on the validation of the individual constraints this policy consists of can
be reported additionally in validation constraint elements.
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This element shall contain individual validation constraint report elements (see clause 4.3.5.4) reporting on validation
constraints that have been applied explicitly and implicitly by the SVA.

This element shall contain individual validation constraint report elements (see clause 4.3.5.4) reporting on validation
constraints that a validation conformant to ETSI EN 319 102-1 [1] would require to be checked but have been disabled
or have been overridden by the validation policy in use.

When aformal signature validation policy provided by the DA was not applied or not applied completely by the SVA,
the validation report shall contain individual validation constraint report elements (see clause 4.3.5.4) reporting on
which validation constraints were applied and which ones have been ignored or overridden.

4.35.2 XML

Information on the validation constraints that were applied during validation shall be placed in an element named
Val i dati onConstrai nt sEval uati onReport of typeVal i dati onConstrai nt sEval uati onReport Type,
defined as follows:

<xs: conpl exType nanme="Val i dati onConstrai nt sEval uati onReport Type" >
<XS:sequence>
<xs: el ement name="Si gnatureValidationPolicy" type="vr:SignatureValidationPolicyType"
m nCccurs="0"/>
<xs: el ement name="Val i dati onConstraint"
type="vr: | ndivi dual Val i dati onConstr ai nt Report Type" m nCccurs="0"
maxQccur s=" unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>

It may contain an element of type Si gnat ur eVal i dati onPol i cyType asdefined in clause 4.3.5.3.2 and one or more
elements of type | ndi vi dual Val i dat i onConst r ai nt Report Type asdefined in clause 4.3.5.4.2.

4.35.3 Formal Policy Element
43531 General
Presence: Conditional.

This element shall be present in the validation report of a signature when aformal signature
validation policy asdefined in ETSI TS 119 172-1 [11] has been selected explicitly or implicitly
by the DA.

In all other cases, this element may be present.

Description: This element defines aformal signature validation policy that has been driving the validation
process.

Content: This element shall contain asignature validation policy identifier that is capable of uniquely
identifying the signature validation policy defining the set of constraints that have been applied
during validation.

This element may also contain the following additional information:
1) A signature policy name.
2) A URL wherethe formal policy specification can be retrieved.

3) A URL where a human readable policy equivalent to the applied formal policy can be
retrieved.

4) A referenceto an object in the Signature Validation Objects element (see clause 4.1.1.2).
The object referenced shall contain the formal signature validation policy specification.

ETSI



24 ETSI TS 119 102-2 V1.4.1 (2023-06)

4.3.5.3.2 XML

This element shall be encoded in an element named Si gnat ur eVal i dati onPol i cy of type
Si gnat ureVal i dati onPol i cyType, where:

. The signature validation policy identifier shall be contained in an element
Si gnat urePol i cyl denti fi er of Type XAJES:Si gnat ur ePol i cyl denti fi er Type.

. When present, the signature policy name shall be contained in an element named Pol i cyName and of type
Xs:string.

e  When present, the URL of the formal policy specification shall be contained in an element named
For mal Pol i cyURI of typexs: AnyURI .

. When present, the URL of the human readable policy shall be contained in an element named
Readabl ePol i cyURI of typexs: AnyURI .

. When present, the reference to an object on the Signature Validation Objects element shall be contained in an
element named For mal Pol i cyQbj ect of type VORef er enceType.

<xs: conpl exType name="Si gnat ureVal i dati onPol i cyType" >
<XS: sequence>
<xs: el ement nanme="Si gnaturePolicyldentifier"
t ype="XAdES: Si gnat urePol i cyl denti fi er Type"/>
<xs: el ement nanme="Pol i cyName" type="xs:string" m nCccurs="0"/>
<xs: el ement nane="Fornal Poli cyURl " type="xs:anyURl" m nCccurs="0"/>
<xs: el ement nanme="Readabl ePol i cyURI " type="xs:anyUR" m nCccurs="0"/>
<xs: el ement nanme="Fornmal Pol i cyChj ect" type="vr:VORef erenceType" m nCccurs="0"/>
</ xs: sequence>
</ xs: conpl exType>

4354 Individual Validation Constraint Report Element
43541 General
Presence: Optional.

Description: This element shall indicate an individual signature validation constraint that has been applied
during validation.

Content: This element shall contain the following information:

1) A validation congraint identifier that is capable of uniquely identifying a validation
congtraint.

2)  Whether the constraint was applied, disabled or overridden by another constraint, and if the
latter, by which one.

When the validation of the constraint has not been disabled or overridden:
3) Thevalidation result for the constraint.

The validation result shall be represented by a main status indication (PASSED, FAILED,
INDETERMINATE). It may be supported by a sub-indication and additional associated
validation report data elements (see clause 4.3.12).

In addition, this element may also contain:
4)  Any parameters the validation constraint requires.

5) Indications for stepsto be taken to potentially get a determinate result, when the main status
indication isINDETERMINATE.

EXAMPLE: Possible parameters are a set of trust anchors or how revocation checking isto be done.
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4.3.5.4.2 XML

The validation report for asingle validation constraint shall be contained in an element of type
I ndi vi dual Val i dat i onConst r ai nt Type defined as follows:

<xs: conpl exType nanme="I ndi vi dual Val i dati onConst r ai nt Report Type" >
<Xs: sequence>
<xs: el ement name="ValidationConstraintldentifier" type="xs:anyURl"/>
<xs: el ement nane="Val i dati onConstrai nt Paraneter" type="vr: TypedDataType" m nCccurs="0"
maxCccur s="unbounded"/ >
<xs: el ement nanme="Constraint Status" type="vr: ConstraintStatusType"/>
<xs: el ement name="ValidationStatus" type="vr:ValidationStatusType" m nCccurs="0"/>
<xs: el ement nanme="|ndi cati ons" type="xs:anyType" m nCccurs="0"/>
</ xs: sequence>
</ xs: conpl exType

The validation constraint identifier that is capable of uniquely identifying a validation constraint shall be contained in an
element named Val i dat i onConstrai nt | dentifier and of typexs: anyURI .

The information whether the constraint was applied, disabled or overridden by another constraint, and if so, by which
one, shall be contained in an element named Const r ai nt St at us Of type Const r ai nt St at usType. Thistypeis defined as
follows:

<xs: conpl exType nanme="Constrai nt St at usType" >
<xs:sequence>
<xs: el ement name="Status" type="xs:anyURl"/>
<xs: el ement nanme="Overri ddenBy" type="xs:anyUR" m nCccurs="0"/>
</ xs: sequence>
</ xs: conpl exType>

The St at us-element shall contain one of the following URIs:
e  When the constraint has been applied: urn:etsi:019102:constraintStatus:applied.
. When the constraint has been disabled: urn:etsi:019102:constraintStatus: disabl ed.

. When the constraint has been overridden by another constraint: urn:etsi:019102:constraintStatus.overridden. In
this case, the OverriddenBy element shall indicate the other constraint.

Whenever the St at us-element of Const r ai nt St at us contains the value
urn: etsi:019102: constrai nt St atus: appl i ed, thevalidation result for the constraint shall be contained
inan element named Val i dat i onSt at us and be of typeVal i dati onSt at usType.

When present, any parameters required by the validation constraints shall be contained in an element named
Val i dat i onConst r ai nt Par amet er of type TypedDat aType.

When present, indications for steps to be taken to potentially get a determinate result, when the main statusindication is
INDETERMINATE shall be contained in an element named | ndi cat i ons of typexs:anyType.

4.3.6 Signature Validation Time Info

436.1 General

Presence: Conditional.
This element shall be present in the validation report of a signature.

This element may be present in a validation report of a signature validation object (see

clause 4.4.8).
Description: This element provides time related information on the validation.
Content: This element shall contain:

1) the date and time the validation was performed; and

2) the date and time for which a POE of the signature has been identified and the validation
status has been determined.
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This element may also contain information on the source of the POE and, when the POE was
derived by the SVA, an identifier referencing the signature validation object that was essential for
that proof.

Date and time information shall be provided in UTC.

NOTE: The second value isthe current time for Basic Signature validation; it can be either the current time or a
point in time in the past when validating Signatures with Time, Signatures with Long-Term Validation
Material or Signatures providing Long Term Availability and Integrity of Validation Material.

4.3.6.2 XML

The signature validation time info shall be contained in an element of type Val i dat i onTi el nf o of type
Val i dat i onTi mel nf oType which is defined as follows:
<xs: conpl exType nanme="Val i dati onTi mel nf oType" >
<xs:sequence>
<xs: el ement nanme="Val i dati onTi me" type="xs:dateTi nme"/>
<xs: el ement nanme="Best Si gnatureTi me" type="vr: PCEType"/>
</ xs: sequence>
</ xs: conpl exType>
The date and time the validation was performed shall be contained in the element Val i dat i onTi ne.

The date and time for which a POE of the signature has been identified and the validation status has been determined
shall be contained in the element BestSignatureTime that shall be of type POEType (see clause 4.4.6).

4.3.7 Signer's Document Element

4371 General

Presence: Conditional.
This element shall be present in the validation report of a signature.

This element may be present in avalidation report of a signature validation object (see

clause 4.4.8).
Description: This element identifies the document that has been covered by the signature.
Content: This element shall contain either the Signer's Document Representation (SDR) directly, when the

SDR isahash value, or areference to a validation object within the Signature Validation Objects -
Element (see clause 4.4). When present, the validation object shall contain the SDR or a URI
allowing to retrieve the SDR.

This element may also contain a reference to a signature validation object within the Signature
Validation Objects - Element (see clause 4.4) whenever the SD has been provided by the DA to
the SVA. When present, the validation object shall contain the SD or a URI allowing to retrieve
the SD.

NOTE: Thesigner'sdocument is specifiedin ETSI EN 319 102-1 [1]. It can be the (format specific) input into the
hash function the output of which isthen used as one of the inputs to calculate the signature value. This
includes any processing, transformation or canonicalization procedures required by the signature format.

The format of an SDR stored as a validation object is out of scope of the present document.

4.3.7.2 XML

The signer's document element shall be represented as an element named Si gner sDocunent  of type
Si gner sDocunent Type.

When the SDR is the output of a hash function, this element shall contain the SDR in an element of type
XAdES:Di gest Al gAndVal ueType. It may contain areference to avalidation object that contains the SDR. At least
one of these elements shall be present.
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This element may also contain the reference to the signer's document in an element of type vr : VORef er enceType.

<xs: conpl exType nanme="Si gner sDocunent Type" >
<XS: sequence>
<xs: choi ce>
<XS: sequence>
<xs: el ement nanme="D gest Al gAndVal ue" type="XAdES: Di gest Al gAndVal ueType"/ >
<xs: el ement nanme="Si gner sDocunent Representati on" type="vr: VORef erenceType"
m nCccurs="0"/>
</ xs: sequence>
<xs: el ement nanme="Si gner sDocunent Repr esent ati on" type="vr:VORef erenceType"/>
</ xs: choi ce>
<xs: el ement nanme="Si gner sDocunent Ref" type="vr: VORef erenceType" m nCccurs="0"/>
</ xs: sequence>
</ xs: conpl exType>

4.3.8 Signature Attribute Element

4.3.8.1 General
Presence: Conditional.
This element shall be present whenever the signature contains signature attributes.
Description: This element provides the signature attributes that were present in the validated signature.
Content: This element shall consist of a sequence with one instance per attribute contained in the signature.

Each element of that sequence shall contain:

1) Thetype of the attribute.

2)  Whether the attribute was a signed or an unsigned attribute.
It also may contain:

3) Attribute dependant information extracted from the attribute. Annex A specifies such
information for attributes that are defined for CAJES [i.1], PAdES[i.3] and XAdES [4].

4)  One or more references to signature validation objects within the Signature Validation
Objects - Element (see clause 4.4).

4.3.8.2 XML

The signature attributes element shall be contained in an element named Si gnat ur eAt t ri but es containing a
sequence of elements which are extensions of At t ri but eBaseType. Each of these elements shall contain a boolean
XML-Attribute Signed which indicates, whether the attribute was a signed or unsigned attribute.

Annex A specifies how attributes that are defined for CAJES [i.1], PAdES[i.3] and XAdES [4] sighatures are to be
represented in XML.

<xs: conpl exType name="Si gnat ur eAttri but esType">
<xs: choi ce maxQccur s="unbounded" >
<l —el ements are defined in Annex A -->
</ xs: choi ce>
</ xs: conpl exType>

<xs: conpl exType name="Attri but eBaseType">
<XS: sequence>
<xs:el ement nanme="AttributeCbject" type="vr:VOReferenceType" m nCccurs="0"
maxCccur s="unbounded"/ >
</ xs: sequence>
<xs:attribute nane="Si gned" type="xs:bool ean" use="optional"/>
</ xs: conpl exType>
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4.3.9 Signer Information Element

4.39.1 General
Presence: Conditional.
When a signing certificate was identified, this element shall be present in the validation report of a
signature.

Otherwise, this element may be present:
Description: This element provides information on the signer.

Content: This element shall contain areference to an object in the Signature Validation Objects element
(see clause 4.4). The object referenced shall be the certificate that has been identified as the
signer's certificate and that contains the unique set of data representing the signer.

This element may a so contain a human readabl e representation of the signer.

EXAMPLE: Examples are the distinguished name or the subject alternate name contained in the signer's
certificate.

When a pseudonym has been used at the time of signing, this element shall contain an indication that a pseudonym has
been used.

4.3.9.2 XML

The signer information shall be contained in an element named Si gner | nf or nat i on and of type
vr: Si gner | nformationType.

This element shall contain the reference to the signer's certificate in an element of typevr : VORef er enceType.
It may contain a string representation identifying the signer and optional other information about the signer.

When a pseudonym is used, the element shall contain the Pseudonymattribute indicating this.

<xs: conpl exType nanme="Si gner | nf or mati onType" >
<XS: sequence>
<xs:el ement nanme="Si gnerCertificate" type="vr:VOReferenceType"/>
<xs: el ement name="Si gner" type="xs:string" m nCccurs="0"/>
<xs: el ement name="C her | nformati on" type="vr: AnyType" m nCccurs="0"/>
</ xs: sequence>
<xs:attribute nane="Pseudonyni type="xs:bool ean" use="optional "/>
</ xs: conpl exType>

4.3.10 Signature Quality Element

4.3.10.1 General
Presence: Optional.
Description: This element contains information supporting the quality of the signature.
EXAMPLE: Qualified electronic signature, advanced electronic signature supported by a qualified certificate.
Content: This element shall contain one or more URN indicating the quality of the signature.

NOTE: Itisout of scope for the present document to define the URNSs for signature quality.
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4.3.10.2 XML

The signature quality information shall be contained in an element named Si gnat ur eQual i ty and of type
vr: Si gnatureQual ityType.

<xs: conpl exType nanme="Si gnatureQual i tyType">
<xs:sequence>
<xs: el ement nanme="Si gnatureQual itylnformation" type="xs:anyURl"
maxCccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>

4.3.11 Signature Validation Process Information Element

43111 General

Presence: Optional.
Description: This element provides information on the signature validation process performed.
Content: This element shall contain one or more of:

1) A URI indicating the validation process (see ETSI EN 319 102-1 [1], clauses 5.3, 5.5 and
5.6.3) that has been used for validation. This URI shall have one of the following values:

- urn: etsi:019102: val i dati onprocess: Basi ¢ when the SVA performed the
Validation Process for Basic Signatures as specified in ETSI EN 319 102-1 [1],
clause 5.3.

- urn: etsi:019102: val i dati onprocess: LTVM when the SVA performed the
Validation Process for Signatures with Time and Signatures with LongTerm-Validation
Material as specified in ETSI EN 319 102-1 [1], clause 5.5.

- urn: etsi:019102: val i dati onprocess: LTA when the SVA performed the
Validation process for Signatures providing Long Term Availability and Integrity of
Validation Material as specified in ETSI EN 319 102-1 [1], clause 5.6.

Any other URI indicating the validation process when none of these processes has been applied:
2) A URI identifying the validation service policy, when applicable.
3) A URI identifying the validation service practice statement, when applicable.

4)  Other information provided by the validation process.

4.3.11.2 XML

This element shall be named Si gnat ur eVal i dati onProcessl| nf o and be of type
Si gnat ur eVal i dati onPr ocessl nf oType. It isdefined as follows:

<xs: conpl exType nanme="Si gnat ureVal i dati onProcessType" >
<XS: sequence>

<xs: el ement nane="Si gnat ureVal i dati onProcess| D' type="xs:anyURl" m nCccurs="0"/>
<xs: el ement nanme="Si gnatureVal i dati onServi cePol i cy" type="xs:anyURI" m nCccurs="0"/>
<xs: el ement nanme="Si gnatureValidati onPracti ceStatenment" type="xs:anyURI" m nCccurs="0"/>
<xs:el ement nanme="Qt herlnfornmation" type="vr:AnyType" m nCccurs="0"/>

</ xs: sequence>

</ xs: conpl exType>
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4.3.12 Associated Validation Report Data Element

4.3.12.1 General
Presence: Optional.

Description: This element contains additional information on the validation of the signature or a signature
validation constraint.

Content: This element shall contain one or more of the elements described in clauses 4.3.12.3 t0 4.3.12.8.

4.3.12.2 XML

Associated Validation Report Data shall be provided in an element named Associ at edVal i dati onReport Data of
type Val i dati onReport Dat aType that is defined as follows:

<xs: conpl exType nanme="Val i dati onReport Dat aType" >
<xs: sequence>
<xs: el ement nanme="Trust Anchor" type="vr:VORef erenceType" m nCccurs="0"/>
<xs: el ement name="CertificateChain" type="vr:CertificateChai nType" m nCccurs="0"/>

<xs: el ement nanme="Rel at edVal i dati onChj ect" type="vr: VORef erenceType" m nCccurs="0
maxCccur s="unbounded"/ >

<xs: el ement nanme="Revocati onStat usl nformation" type="vr: Revocati onStat usl nformati onType"
m nCccurs="0"/>

<xs: el ement name="Cryptol nformati on" type="vr: Cryptol nformati onType" m nCccurs="0"/>

<xs: el ement nane="Addi ti onal Val i dati onReport Dat a"
type="vr: Addi ti onal Val i dati onReport Dat aType" mi nQOccurs="0"/>

</ xs: sequence>
</ xs: conpl exType>

4.3.12.3 Trust Anchor Element

431231 General
Presence: Optional.

Description: This element identifies the public key that has been used as the trust anchor in the validation
process.

Content: This element shall contain an identifier referencing an object in the Signature Validation Objects
element (see clause 4.4) that contains a certificate for the public key of the trust anchor.

It may also contain additional information provided by the validation process.

4.3.12.3.2 XML
This element shall have the name Tr ust Anchor and be of type VORef er enceType and shall contain the identifier of

the object in the Signature Validation Objects element that has been used as the trust anchor in the validation process.
The object referenced shall be a certificate or a public key.

43124 Certificate Chain Element

43.124.1 General
Presence: Optional.
Description: This element identifies the certificate chain.
Content: This element shall contain alist of identifiers referencing objectsin the Signature Validation

Objects element (see clause 4.4). Thislist shall contain the identifiers for the signing certificate
(clause 4.3.9) as the first element and the trust anchor (clause 4.3.12.3) as the last element. The
certificates referenced by this list shall be the certificate chain used in the validation process.

This element may a so contain additional information provided by the validation process.
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4.3.12.4.2 XML

This element shall havethename Cer ti f i cat eChai n and shall be a sequence of elements of type
CertificateChai nType. Thefirst element of the sequence shall have the name Si gni ngCerti fi cat e and
contain a reference to the signing certificate. The last element of the list shall have the name Tr ust Anchor and
contain areference to the trust anchor. All other elements shall have the name | nt er medi at eCerti fi cat e and
contain a reference to the corresponding intermediate certificate.

<xs: conpl exType nanme="CertificateChai nType">
<Xs:sequence>
<xs:el ement nane="Si gningCertificate" type="vr:VOReferenceType"/>
<xs: el ement name="I|nternedi ateCertificate" type="vr:VOReferenceType" m nCccurs="0"
maxCccur s="unbounded"/ >
<xs: el ement nanme="Trust Anchor" type="vr:VORef erenceType" m nCccurs="0"/>
<xs:el ement nanme="Qt herlnfornmation" type="vr: AnyType" m nCccurs="0"/>
</ xs: sequence>
</ xs: conpl exType>

4.3.12.5 Related Data Objects Element

4.3.125.1 General
Presence: Optional.
Description: This element relates a validation status sub-indication or a validation constraint sub-indication to

the data objects that caused that sub-indication.

Content: This element shall contain areference to an object in the Signature Validation Objects element
(see clause 4.4).

EXAMPLE: Incase of aTIMESTAMP_ORDER_FAILURE, this element contains alist of references to the
timestamps that caused that failure.

4.3.12.5.2 XML

This element shall be of type VORef er enceType uniquely identifying a signed data object in the Signature Validation
Objects element.

4.3.12.6 Revocation Status Information Element
4.3.12.6.1 General
Presence: Conditional.

This element shall be present when a certificate has been found to be revoked.

Description: When a certificate has been found to be revoked, this element contains information on the
revocation.
Content: This element shall contain:

1) Anidentifier referencing a certificate in the Signature Validation Objects element (see
clause 4.4).

2) Thetime of revocation.
It may also contain:
3) A reason for the revocation.

4) Anidentifier referencing a CRL or OCSP response in the Signature Validation Objects
element that has been used for determining that revocation status.

5) Additional information provided by the validation process.

ETSI



4.3.12.6.2

32 ETSI TS 119 102-2 V1.4.1 (2023-06)

XML

This element shall be of type Revocat i onSt at usl nf or mat i onType that is defined as follows:

<xs: conpl exType name="Revocati onSt at usl nf or mati onType" >
<xs:sequence>
<xs: el ement nanme="Val i dati onCbj ect|d" type="vr:VOReferenceType"/>
<xs: el ement nane="Revocati onTi me" type="xs:dateTi me"/>
<xs: el ement nane="Revocati onReason" type="xs:anyURl " m nCccurs="0"/>
<xs: el ement nanme="Revocati onChj ect" type="vr:VORef erenceType" m nCccurs="0"/>
<xs: el ement name="C her | nformati on" type="vr: AnyType" m nCccurs="0"/>
</ xs: sequence>
</ xs: conpl exType>

The element Val i dat i onCbj ect shal reference a certificate in the Signature Validation Objects element.

The element Revocat i onTi me shall contain the date and time of the revocationin UTC.

The element Revocat i onReason shall contain the reason for the revocation. When present, one of the following URIs

shall be used:
urn:etsi: 019102

urn:etsi: 019102

:revocat i onReason: unspeci fi ed
urn:etsi:019102:
urn: etsi:019102:
urn:etsi:019102:
urn: etsi:019102:
urn:etsi:019102:

revocat i onReason: keyConpr om se
revocat i onReason: cAConpr oni se

revocat i onReason: af fil i ati onChanged
revocat i onReason: super seded

revocat i onReason: cessati onOf Qper ati on

:revocati onReason: certificateHol d
urn: etsi:019102:
urn: etsi:019102:
urn: etsi:019102:

revocat i onReason: pri vi | egeW t hdr awn
revocat i onReason: r enoveFr onCRL
revocat i onReason: aAConpr onmi se

When present, the element Revocat i onChj ect shall contain anidentifier referencing a CRL or OCSP response in the
Signature Validation Objects element that has been used for determining that revocation status.

4.3.12.7 Crypto Information Element

43.12.7.1

Presence:

Description:

Content:

General

Conditional.

This element shall be present when the main statusindication isINDETERMINATE and the
sub-indication is CRYPTO_CONSTRAINTS _FAILURE. In all other cases, this element may be
present.

When the validation process determines that the cryptographic agorithm is no longer reliable, this
element contains details on the algorithm.

This element shall contain:

1) an identifier referencing an object in the Signature Validation Objects element (see
clause 4.4) or the Signature Identification Element (see clause 4.3.3);

2) aURI referencing a cryptographic algorithm that has been used when producing the object
or the signature; and

3) an element specifying whether the algorithm and the al gorithm-parameters were considered
Secure or insecure.

Algorithmsthat arelisted in ETSI TS 119 312 [7] shall be represented by URIs defined in the
same place.

This element may additionally contain:
4) Parameters that have been used when applying the algorithm.

5) Time information up to which the algorithm or algorithm-parameters were considered
secure.
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6) Additional information provided by the validation process.

NOTE: Thiselement can aso be used when reporting on the used algorithms even when they are not expired.

4.3.12.7.2 XML

This element shall be of type Cr ypt ol nf or mat i onType that is defined as follows:

<xs: conpl exType name="Crypt ol nf or mati onType" >
<Xs: sequence>
<xs:el ement nane="Val i dati onCbj ectld" type="vr:VORef erenceType"/>
<xs: el ement name="Al gorithn type="xs:anyURl"/>
<xs: el ement nanme="Al gorithnParaneters" type="vr: TypedDataType" m nCccurs="0"/>
<xs: el ement nanme="SecureAl gorithnm type="xs:bool ean"/>
<xs: el ement name="Not After" type="xs:dateTime" m nCccurs="0"/>
<xs:el ement name="Qt herlnfornmation" type="vr:AnyType" m nCccurs="0"/>
</ xs: sequence>
</ xs: conpl exType>

The element Val i dat i onObj ect | d shall contain an identifier referencing a signed object in the Signature Validation
Objects element or a Signature Identification Element.

The element Al gori t hmshall contain a URI that identifies the al gorithm.
When present, the element Al gor i t hmPar anet er s shall specify algorithm-specific parameters that have been used.

When present, the element Not Af t er shall contain the time until when the algorithm or parameter was or will be
considered secure.

4.3.12.8 Additional Validation Report Data

4.3.12.8.1 General
Presence: Optional.
Description: This element can contain any additional information that the validation process provides.
Content: When present, this element shall contain one or more of the following:

1) Anidentifier identifying the type of additional information present.

2) The additional information.

4.3.12.8.2 XML

This element shall be of type Addi t i onal Val i dati onReport Dat aType and contain one or more of the
following tuples:

e Anidentifier identifying the type of additional information present.
e  Theadditional information.

and is defined as follows:

<xs: conpl exType name="Addi ti onal Val i dati onReport Dat aType" >
<Xs: sequence>
<xs: el ement nanme="ReportData" type="vr: TypedDataType" maxCccurs="unbounded"/>
</ xs: sequence>
</ xs: conpl exType>
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4.4 Signature Validation Objects

441 General

Presence: Optional.
Description: This element is the container for validation objects used during validation.

NOTE: Thisavoids duplication of validation abjects, e.g. CRLS, when the validation report contains the report on
more than one signature or validation object.

Content: When present, this element shall contain a sequence of signature validation object elements
representing the set of validation objects that have been used in the validation process together
with their validation report, when applicable.

EXAMPLE: Signer's Document, Trusted Lists, revocation information (CRLs, OCSP-responses) or
Evidence Records.

Each signature validation object element in thislist shall have the following properties described in the clauses below:
e Anidentifier uniquely referencing this validation object within the validation report.
. The type of the object.
e  Theobjectitself or areference to the object.
In addition, the following information about the signature validation object may be present:
. Information on a proof for the earliest time of the existence of the object.
. Information on objects the validation object provides proofs of existence for.

. A validation report on the validation of the object.

4.4.2 XML

The signature validation objects shall be placed in an element named Si gnat ur eVal i dat i onQbj ect s of type
Val i dat i onQbj ect Li st Type. Each element in thislist shall be named Val i dat i onObj ect and be of type
Val i dati onObj ect Type.

<xs: conpl exType name="Val i dati onCbj ect Li st Type" >
<xs:sequence>
<xs: el ement nanme="Val i dati onObj ect" type="vr: Validati onObject Type"
maxQccur s=" unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>

<xs: conpl exType nanme="Val i dati onCbj ect Type" >
<Xs: sequence>
<xs: el ement name="(bj ect Type" type="xs:anyURl"/>
<xs: el ement nanme="Val i dati onObj ect Representati on"
type="vr: Val i dati onQbj ect Repr esent ati onType"/ >
<xs: el ement name="PCE"' type="vr:PCEType" m nCccurs="0"/>
<xs: el ement name="PCEProvi si oni ng" type="vr:PCEProvi si oni ngType" m nCccurs="0"/>
<xs: el ement name="ValidationReport" type="vr:SignatureValidati onReport Type"
m nCccurs="0"/>
</ xs: sequence>
<xs:attribute nane="id" type="xs:|D' use="required"/>
</ xs: conpl exType>
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To specify the type of validation object in the Obj ect Type element, one of the following URIs should be used:

urn: etsi:019102:
urn:etsi:019102:
urn:etsi:019102:
urn: etsi:019102:
urn: etsi:019102:
urn:etsi:019102:
urn:etsi:019102:
urn: etsi:019102:

val i dati onCbj ect :
val i dat i onQbj ect :
val i dat i onQbj ect :
val i dati onCbj ect :
val i dati onCbj ect :
val i dat i onQbj ect :
val i dat i onQbj ect :
val i dati onCbj ect :

certificate
CRL
OCSPResponse
ti mest anp

evi dencer ecord
publ i cKey

si gnedDat a

ot her

The validation report of the validation object shall be of type Si gnat ur eVal i dati onReport Type.

4.4.3  Object Identifier

Presence:
Description:
Content:

XML:

Mandatory.

This element alowsto uniquely reference this validation object within the validation report.

This element shall contain an identifier that is unique within the validation report.

This element shall be an attribute of type xs: I D.

4.4.4 Object Type

Presence:
Description:
Content:

XML:

Mandatory.

This element identifies the type of the validation object.

This element shall contain a URI uniquely able to identify the type of the object.

This element shall be an element named Cbj ect Type of type xs: anyURI .

4.4.,5  Validation Object

4.45.1 General
Presence: Mandatory.
Description:

Content:

This element contains or references the validation object.

This element shall contain one or more of the following:

1) the object itself;

2) a base64-encoded version of the object;

3) a cryptographic hash of the object; or

4) a URI where the object can be retrieved.

NOTE: Whenever the report includes a cryptographic hash of the object, it is the actual hash that has been
calculated by the validation process during validation and can be used for verification of the integrity of
the validation object when it is not included in the report but retrieved using the URI provided.

ETSI



36 ETSI TS 119 102-2 V1.4.1 (2023-06)

4.45.2 XML

Information on the validation object shall be placed in an element named Val i dati onObj ect Repr esent ati on of
type Val i dat i onOhj ect Repr esent at i onType, defined as follows:

<xs: conpl exType nanme="Val i dati onCoj ect Repr esent ati onType" >
<xs: choi ce maxCccur s="unbounded" >
<xs: el ement name="direct" type="xs:anyType"/>
<xs: el ement nane="base64" type="xs:base64Bi nary"/>
<xs: el ement nanme="Di gest Al gAndVal ue" type="XAdES: Di gest Al gAndVal ueType"/ >
<xs: el ement name="URl" type="xs:anyURl"/>
</ xs: choi ce>
</ xs: conpl exType>

4.4.6 Proof Of Existence (POE)

4.46.1 General
Presence: Optional.
Description: This element contains information on a proof for the earliest time of the existence of the object.
Content: Tfhiﬁ elel;nent shall contain the information on the POE providing the earliest time for the existence
of the object.

This property shall contain:
1) thetimevaue for that proof in UTC;
2) anindication whether the POE has been:
] derived during validation;
= provided to the SVA asan input; or
= derived by the policy.
EXAMPLE 1: A policy can require using the claimed signing time as a POE for the signature.
This element may also contain:
3) Anidentifier referencing the signature validation object that was essential for that proof.

EXAMPLE 2:  Evidence records or time stamps can be such signature validation objects essential for that proof.

4.4.6.2 XML
<xs: conpl exType nanme="PCEType" >
<XS:sequence>
<xs: el ement nanme="PCETi ne" type="xs: dateTi ne"/>
<xs: el ement name="TypeO Proof" type="xs:anyURl"/>
<xs: el ement name="PCEhj ect" type="vr:VORef erenceType" m nCccurs="0"/>

</ xs: sequence>
</ xs: conpl exType>

The element PCETi me shall contain the time value for the proof of existence.

The element TypeOf Proof shall contain a URI indicating the origin of the POE. This element shall have one of the
following values:

. urn: etsi:019102: poet ype: val i dati on when the POE has been derived during validation;
. urn: etsi:019102: poet ype: provi ded when the POE has been provided to the SVA as an input;

. urn: etsi:019102: poet ype: pol i cy when the POE has been derived by the policy.
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When present, the element POEChj ect shall contain the reference to the signature validation object that was essential
for that proof.

4.4.7 POE Provisioning

44.7.1 General
Presence: Optional.
Description: When a validation object provides proofs of existence for other objects, this property provides

information on these objects.
Content: This element shall contain:
1) The time value for that proof in UTC.

2) A list of references to the signature or to signature validation objects within the signature
validation report that are covered by that proof.

NOTE: Thiselement can be used to present the relationship between timestamps and timestamped data.

EXAMPLE: Time-stamps and evidence records can provide proofs of existence.

4.4.7.2 XML

<xs: conpl exType nanme="PCEPr ovi si oni ngType" >
<Xs: sequence>
<xs: el ement name="PCETi me" type="xs:dateTi me"/>
<xs:el ement nane="Val i dati onObj ect" type="vr:VOReferenceType" mi nCccurs="0"
maxCccur s="unbounded"/ >
<xs: el ement nanme="Si gnat ur eRef erence" type="vr: Si gnat ur eRef erenceType" m nCccurs="0"
maxCccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>

4.4.8 Validation Object validation report

Presence: Optional.
This element may be present whenever the signature validation object is a signed object and the
signature has been validated during the overall validation.

Description: This element contains a validation report for the signature validation object.

Content: This element shall contain a validation report on the validation of the signature validation object.
The report shall conform to the present document. Any validation object that was used in
validation of this object shall be included in the Signature VValidation Object element of the main
validation report.

NOTE: The signature on the main validation report protects the validation report for a validation object.

4.5 Validator Information

451 General

Presence: Optional.

Description: This element identifies the entity validating the signature and creating the validation report.
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Content: This element shall contain the digital identity of the validation service as specified in clause 5.5.3
of ETSI TS119 612 [6].

This element may contain other information about the TSP as specified in clause 5.4 of ETSI
TS 119 612 [6] aswell as any additional information that can be used to identify the validator.

4.5.2 XML

The Validator Information Element shall be an element of type Si gnat ur eVal i dat or Type as.

<xs: conpl exType name="Si gnat ur eVal i dat or Type" >
<xs:sequence>
<xs:element name="Digital | d" type="tsl:Di gitalldentityType" maxCccurs="unbounded"/>
<xs: el ement name="TSPI nf ormati on" type="tsl: TSPl nformati onType" m nCccurs="0"/>
<xs:el ement nanme="Qt herlnfornmation" type="vr: AnyType" m nCccurs="0"/>
</ xs: sequence>
</ xs: conpl exType>

4.6 Validation Report Signature

Presence: Optional.

Description: This element contains the validation report signature.

Content: When present, this element shall contain the signature over the signature validation report and
shall be created by the validation service that performed the validation and created the validation
report.

EXAMPLE: Thefollowing Si gnedl nf o-element is an example of a signature over areport:

<Si gnature xm ns="http://ww:. w3. or g/ 2000/ 09/ xm dsi g#" >
<Si gnedI nf o>
<Canoni cal i zati onMet hod
Al gorithnm="http://ww. w3. org/ TR/ 2001/ REC- xm - c14n- 20010315#W t hComrent s"/ >
<Si gnat ureMet hod Al gorithm="http://ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#ecdsa- sha256"/ >
<Ref erence URI ="">
<Tr ansf or ms>
<Transform Al gorithm="http://ww:. w3. or g/ 2000/ 09/ xm dsi g#envel oped- si gnat ure"/>
</ Tr ansf or ms>
<Di gest Met hod Al gorithm="http://ww:. w3. or g/ 2001/ 04/ xm enc#sha256"/ >
<Di gest Val ue>X2eAf Tx6w22nZUf eKw Z10T33FH2LoBvI 2xWI+MN 2s=</ Di gest Val ue>
</ Ref erence>
</ Si gnedI nf o>

</ Si gnat ur e>
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Annex A (normative):
Signature attribute representation

A.1  SignatureAttributesType

A.1.1 General

The Si gnat ur eAtt ri but esType alowsreporting on different signed and unsigned attributes. For those attributes
defined in CAdES (ETSI EN 319 122-1[i.1]), XAdES (ETSI EN 319 132-1 [4]), PAJES (ETSI EN 319 142-1[i.3])
and JAdES (ETSI TS 119 182-1 [i.5]) this annex shows how they shall be represented.

When the signature reported in the validation report is neither XAdES nor CAdES nor PAJES nor JAJES, but still has
one or more attributes defined in the aforementioned standards, the validation report may contain the components
defined in the present annex, which allow to report on the aforementioned attributes.

EXAMPLE: An XML signature with a combination of XAdES qualifying property that does not correspond to
any of the XAdES signature levels.

It isout of the scope of the present document how to report on attributes that have been specified neither in CAdES nor
in PAJES nor in XAdES nor in JAdES.

Any element not defined in this annex, which is used to report on an attribute within the
Si gnatureAttri but esType, shal bean extension of BaseAt t ri but eType.

A.1l2 XML

The signed and unsigned attributes are reported on using the Si gnat ur eAt t r i but es element, which is of type
Si gnatureAttri but esType.

The different choices allow to report on each of the attributes defined in CAdES (ETSI EN 319 122-1[i.1]), XAdES
(ETSI EN 319 132-1 [4]), PAJES (ETSI EN 319 142-1 [i.3]) and JAMES (ETSI TS 119 182-1 [i.5]).

<xs: conpl exType name="Si gnat ur eAttri but esType">
<xs: choi ce maxCccur s="unbounded" >
<xs: el ement nanme="Si gni ngTi me" type="vr: SASi gni ngTi mreType"/ >
<xs:el ement nane="Si gningCertificate" type="vr:SACert|DLi st Type"/>
<xs: el ement nane="Dat aCbj ect Format" type="vr: SADat aCbj ect For nat Type"/ >
<xs: el ement nanme="Conm t ment Typel ndi cati on" type="vr: SAComm t ment Typel ndi cati onType"/>
<xs: el ement nanme="Al | Dat aCbj ect sTi meSt anp" type="vr: SATi mest anpType"/ >
<xs: el ement nanme="I|ndi vi dual Dat aCbj ect sTi neSt anp" type="vr: SATi mest anpType"/ >
<xs: el ement name="Si gPolicyldentifier" type="vr:SASi gPolicyldentifierType"/>
<xs: el ement nanme="Si gnat ur ePr oducti onPl ace" type="vr: SASi gnat ur eProducti onPl aceType"/ >
<xs: el ement name="Si gner Rol e" type="vr: SASi gner Rol eType"/ >
<xs: el ement nanme="Count er Si gnat ure" type="vr: SACount er Si gnat ureType"/ >
<xs: el ement nane="Si gnat ur eTi neSt anp" type="vr: SATi mest anpType"/ >
<xs: el ement nanme="Conpl eteCertificateRefs" type="vr:SACert| DLi st Type"/>
<xs: el ement nanme="Conpl et eRevocati onRefs" type="vr: SARevl DLi st Type"/ >
<xs:el ement name="AttributeCertificateRefs" type="vr:SACert|DLi st Type"/>
<xs:el ement nanme="AttributeRevocati onRefs" type="vr: SARevl| DLi st Type"/>
<xs: el ement nane="Si gAndRef sTi meSt anp" type="vr: SATi mest anpType"/ >
<xs: el ement nanme="RefsOnl yTi meSt anp" type="vr: SATi mest anpType"/ >
<xs: el ement name="CertificateVal ues" type="vr:AttributeBaseType"/>
<xs: el ement nane="Revocati onVal ues" type="vr: Attri buteBaseType"/>
<xs:el ement nane="AttrAuthoritiesCertVal ues" type="vr:AttributeBaseType"/>
<xs: el ement name="AttributeRevocati onVal ues" type="vr:Attri buteBaseType"/>
<xs: el ement name="Ti meSt anpVal i dati onData" type="vr:Attri but eBaseType"/>
<xs: el ement nanme="Archi veTi neSt anp" type="vr: SATi mest anpType"/ >
<xs: el ement nane="RenewedD gests" type="vr: SALi st Of | nt egersType"/>
<xs: el ement nanme="MessageDi gest" type="vr: SAMessageD gest Type"/>
<xs: el ement name="DSS"' type="vr: SADSSType"/>
<xs:el ement name="VRI" type="vr:SAVRI Type"/>
<xs: el ement nane="DocTi neSt anp" type="vr: SATi mest anpType"/ >
<xs: el ement nanme="Reason" type="vr: SAReasonType"/>
<xs: el ement name="Nanme" type="vr: SANaneType"/>
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<xs: el ement nanme="Contact| nfo" type="vr: SACont act | nf oType"/ >
<xs: el ement name="SubFilter" type="vr:SASubFilterType"/>

<xs: el ement nanme="Byt eRange" type="vr: SALi st | nt egersType"/>

<xs:el ement name="Filter" type="vr:SAFilterType"/>

<xs:el ement nanme="Qt herlnfornmation" type="vr:AnyType" m nCccurs="0"/>

</ xs: choi ce>
</ xs: conpl exType>

All the children of Si gnat ur eAt t ri but es instances shall be instances of types derived from
Attri buteBaseType.

Most of the children of Si gnat ur eAt t ri but es instances have been given the names of the qualifying properties of
XAdES. In order to avoid ambiguities, the present annex will use the following convention:

. For areference to an actual XAdES qualifying property it will use the prefix "XAdES: " preceding the local
name of that property.

o For areference to one of the children of Si gnat ur eAt t ri but es instances defined in the present annex it
will use the name without any prefix.

EXAMPLE: XAdES: Si gni ngCertifi cat e refersto the actual XAdES qualifying property, while
Si gni ngCertificat e referstothe Si gni ngCerti fi cat e child element of
Si gnat ur eAtt ri but es instances.

Depending on the qualifying property being reported, the namespace referenced by the XAJES prefix may be the one
withtheURI http: //uri.etsi.org/ 01903/ v1l. 3. 2#,orhttp://uri.etsi.org/01903/vl. 4. 1#.

A.2  SigningTime

A.2.1 General

This element shall be used to report on the claimed signing time in the signature.

A.2.2 XML

The signing time shall be reported onin the Si gni ngTi ne element.

The Si gni ngTi me element shall be of type SASI gni ngTi neType.

<xs: conpl exType nanme="SASi gni ngTi mreType" >
<xs: conpl exCont ent >
<xs: extension base="vr:Attri but eBaseType">
<Xs: sequence>
<xs: el ement name="Ti me" type="xs:dateTinme"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

A.2.3 CAdES

TheTi me element within the SASI gni ngTi neType shall contain the time as contained inthe si gni ng-ti e
attribute.

A.2.4 XAdES

The Ti me element within the SASI gni ngTi meType shall contain the time as contained in the
XAdES: Si gni ngTi me qualifying property.
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A.2.5 PAdES

For PAdES signatures as specified in ETSI EN 319 142-1[i.3] and ETSI EN 319 142-2[i.4], clause 5, the Ti e
element within the SASI gni ngTi meType shall contain the time value present in the Mentry of the Signature PDF
dictionary.

For PAdES signatures as specified in ETSI EN 319 142-2 [i.4], clause 6 the same rule as for XAdES signatures shall
apply.

A.2.6 JAdES

The Ti me element within the SASI gni ngTi meType shall contain the time as contained inthe si gT header
parameter.

A.3  SigningCertificate

A.3.1 General

This element shall be used to report on the references to the signing certificate path.

A.3.2 XML

The reference to the signing certificate path shall be reported oninthe Si gni ngCerti fi cat e element.

The Si gni ngCerti fi cat e element shall be of type SACer t | DLi st Type.

<xs: conpl exType name="SACert | DLi st Type" >
<xs: conpl exCont ent >
<xs: extensi on base="vr: Attri but eBaseType">
<Xs: sequence>
maxCccur s="unbounded"/ >
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

<xs: conpl exType name="SACert | DType" >
<Xs: sequence>
<xs: el ement nane="X509] ssuer Serial " type="xs: base64Bi nary" m nCccurs="0"/>
<xs:el ement ref="ds: D gest Met hod"/>
<xs: el ement ref="ds: D gest Val ue"/>
</ xs: sequence>
</ xs: conpl exType>

For every certificate referenced within reported attribute that is present in a validation object in the report, the
Si gni ngCertificateshal containan At tri but eObj ect child referencing the validation object containing the
corresponding certificate.

For every certificate referenced within the reported attribute that is not present as validation object (for instance because
the creator of the validation report cannot gain accessto it), this component shall have one Cer t | D child.

Theds: Di gest Val ue andds: Di gest Met hod children shall contain the digest value and agorithm indicated in
the corresponding certificate reference.

The X5091 ssuer Seri al element shall be the base-64 encoding of one DER-encoded instance of type
| ssuer Seri al typedefinedin IETF RFC 5035 [12].
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A.3.3 CAdES

For every elementincert s of type ESSCer t | Dinthesi gni ng-certi fi cat e attribute or of type

ESSCert | Dv2 elementinthesi gni ng-certi fi cat e- v2 attribute, for which the referenced certificate is not
presented by an At t ri but eQObj ect child referencing the validation object containing the corresponding certificate,
the Si gni ngCerti fi cat e inthereport shall contain one Cer t | Dchild.

If the element of type ESSCer t | Disreported by aCer t | D child then:

1) Theds: Di gest Val ue vaue shall be the base-64 encoding octet string contained inthe cer t Hash field in
the instance of the ESSCer t | Dtype.

2) Theds: Di gest Met hod shall havethevalueht t p: / / www. w3. or g/ 2000/ 09/ xml dsi g#shal.

3) Ifthei ssuer Seri al element is present within the element of type ESSCer t | D, then the

X5091 ssuer Ser i al element shall be the base-64 encoding of one DER-encoded i ssuer Seri al fieldin
instance of ESSCer t | Dtype.

If the element of type ESSCer t | DV2 isreported by aCer t | D child then:

1) Theds: Di gest Val ue value shall be the base-64 encoding of the octet string contained in the cer t Hash
field in the instance of the ESSCer t | Dtype.

2) Theds: Di gest Met hod shall have as value an URN. This URN shall represent the OID value present in the

hashAl gor i t hmfield in the instance of the ESSCer t | DV2 type. The URN shall be built as specified in
IETF RFC 3061 [8].

3) Ifthei ssuer Seri al elementis present within the element of type ESSCer t | DV2, then the

X5091 ssuer Ser i al element shall be the base-64 encoding of one DER-encoded i ssuer Seri al fieldin
instance of ESSCer t | Dtype.

A.3.4 XAdES

For every certificate referenced within the XAdES: Si gni ngCerti fi cat eV2 inthereported XAdES signature, for
which the referenced certificate is not presented by an At t r i but eQbj ect child referencing the validation object
containing the corresponding certificate, the Si gni ngCer ti fi cat e inthereport shall contain one Cer t | D child.

If the certificate referenced within the XAdES: Si gni ngCerti fi cat eV2 isreported by aCer t | D child then:

1) Theds: Di gest Val ue andds: Di gest Met hod shall contain the valuesindicated in the reference
certificate asin the XAdES: Si gni ngCerti fi cat eV2 qualifying property of the signature.

2) X509l ssuer Seri al element shall be the base-64 encoding of one DER-encoded instance of type
I ssuer Seri al typedefinedin IETF RFC 5035 [12], as present within | ssuer Ser i al V2 within
XAdES: Si gni ngCerti fi cat eV2 qualifying property.

A.3.5 PAdES

For PAdES signatures specified in ETSI EN 319 142-1[i.3] and ETSI EN 319 142-2 [i.4], clause 5, the same rules as
for CAdES signatures shall apply.

PAJES signatures as specified in ETS| EN 319 142-2 [i.4], clause 6 may contain the

XAdES: Si gni ngCerti fi cat eV2 qualifying property. In these cases, this component may be present and the
requirements are as the ones specified for reporting on any other X AdES signature.
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A.3.6 JAdES

For every certificate referenced within any the x5t #5256, si gX5t s or x5t #0 header parameters present in the
reported JAJES signature, for which the referenced certificate is not presented by an At t r i but eObj ect child
referencing the validation object containing the corresponding certificate, the Si gni ngCer ti fi cat e inthe report
shall contain one Cer t | D child.

If the certificate referenced within x5t #S256, si gX5t s or x5t #0 header parameter isreported by aCer t | D child
then:

1) If the certificate is referenced within the x5t #S256 header parameter:

a Theds: Di gest Met hod value shall be set to http://www.w3.0rg/2001/04/xmlenctsha256.

b) Theds: Di gest Val ue shal contain the value of the x5t #5256 header parameter.
2) If the certificate isreferenced within the si gX5t s or the x5t #0 header parameter:

a) Theds: Di gest Val ue andds: Di gest Met hod shall contain the values indicated in the reference
certificate asin the si gX5t s or the x5t #0 header parameter of the signature.

A.4  DataObjectFormat

A.4.1 General

This element shall be used to report on the format of the signed data.

A.4.2 XML

The data object format shall be reported on in the Dat aCbj ect For mat  element.

The Dat aCbj ect For mat element shall be of type SADat aCbj ect For mat Type.

<xs: conpl exType nanme="SADat aCbj ect For mat Type" >
<xs: conpl exCont ent >
<xs: extensi on base="vr: Attri but eBaseType">
<Xs:sequence>
<xs: el ement nane="Cont ent Type" type="xs:anyURl" m nCccurs="0"/>
<xs: el ement name="M neType" type="xs:string" m nCccurs="0"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

A.4.3 CAdES

The Cont ent Type element shall contain the OID contained in the cont ent - t ype attribute, represented as URN as
described in IETF RFC 3061 [8].

The M meType element shall contain the UTF8String as contained in the i me-t ype attribute.

A.4.4 XAdES

The Cont ent Type child element shall contain the URI present within the XAdES: | dent i fi er child element of
XAdES: Qbj ect | denti fi er child element of XAJES: Dat aCbj ect For mat qualifying property of XAdES.

The M meType shal contain the value of XAdES: M neTy pe child element of the XAJES: Dat aChj ect For nat
qualifying property of XAdES.
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A.45 PAdES

For PAdES signatures specified in ETSI EN 319 142-1[i.3] and ETSI EN 319 142-2 [i.4], clause 5, the same rules as
for CAdES signatures shall apply.

PAdES signatures as specified in ETSI EN 319 142-2 [i.4], clause 6 may contain the XAdES: Dat aCbj ect For mat
qualifying property. In these cases, this component may be present and the requirements are as the ones specified for
reporting on any other XAdES signature.

A.4.6 JAdES
The Cont ent Type element shall not be used.

The M meType element shall contain the value of ct y header parameter, prefixed with the string "application/" when
this prefix has been omitted in the ct y header parameter.

A5 CommitmentTypelndication

A5.1 General

This element shall be used to report on the commitment type contained in the signature.

A5.2 XML

The commitment type shall be reported on in the Conmi t ment Typel ndi cati on element.

TheCommi t ment Typel ndi cati on element shall be of type SAConti t nent Typel ndi cati onType.

<xs: conpl exType nanme="SACommi t ment Typel ndi cati onType" >
<xs: conpl exCont ent >
<xs: extensi on base="vr: Attri but eBaseType">
<Xs: sequence>
<xs: el ement name="Conmi t ment Typel dentifier" type="xs:anyURl"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

A5.3 CAdES

TheCommi t ment Typel denti fi er element shall contain the OID of the Commi t ment Typel d inthe
conmi t ment -t ype-i ndi cati on attribute, represented as URN as described in IETF RFC 3061 [8].

A5.4 XAdES

TheCommi t ment Typel denti fi er child element shall contain the URI present within the XAJES: | dent i fi er
child element of XAdES: Conmi t ment Typel d child element of XAJES: Conmi t nent Typel ndi cati on
qualifying property of XAdES.

A5.5 PAdES

For PAdES signatures specified in ETSI EN 319 142-1[i.3] and ETSI EN 319 142-2 [i.4], clause 5 the same rule as for
CAdES signatures shall apply.

For PAJES signatures as specified in ETSI EN 319 142-2 [i.4], clause 6 the same rule as for XAdES signatures shall
apply.
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NOTE: Theinformation within the key Reason is specified in clause A.30.

A5.6 JAdES

TheCommi t ment Typel denti fi er child element shall contain the URI present within thei d member of the
conm d member of the sr Cs header parameter.

A.6  AllDataObjectsTimeStamp

A.6.1 General

This element shall be used to report on atime-stamp on all data objects covered by the signature.

A.6.2 XML

The signed attributed containing the time stamp on al data objects which are signed shall be reported on in the
Al | Dat albj ect sTi neSt anp element.

The Al | Dat aCbj ect sTi neSt anp element shall be of type SATi nest anpType.

NOTE: SATi mest anpType isused for other time-stamps as well and defined here.

<xs: conpl exType nanme="SATi nest anpType" >
<xs: conpl exCont ent >
<xs: extensi on base="vr: Attri but eBaseType">
<Xs: sequence>
<xs:el ement nane="Ti neSt anpVal ue" type="xs: dateTi me"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

A.6.3 CAdES

The Ti neSt anpVal ue shall contain the time indicated in the time-stamp token contained in the cont ent - t i ne-
st anp attribute.

TheAttri but eObj ect shal contain areference to the validation object containing the time-stamp contained in the
content -ti me- st anp attribute.

A.6.4 XAdES

TheTi meSt anpVal ue child element shall contain the time indicated in the time-stamp token contained in the
XAdES:Al | Dat aObj ect sTi meSt anp qualifying property of XAdES.

TheAt tri but eQbj ect shall contain areference to the validation object containing the time-stamp contained in the
XAdES:Al | Dat aObj ect sTi meSt anp qualifying property.

A.6.5 PAdES

For PAJES signatures specified in ETSI EN 319 142-1 [i.3] and ETSI EN 319 142-2 [i.4], clause 5 the same rule as for
CAdES signatures shall apply.

For PAJES signatures as specified in ETSI EN 319 142-2 [i.4], clause 6 the same rule as for XAdES signatures shall
apply.
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A.6.6 JAdES

TheTi meSt anpVal ue child element shall contain the time indicated in the time-stamp token contained in the
adoTst header parameter.

TheAttri but eObj ect shal contain areference to the validation object containing the time-stamp contained in the
adoTst header parameter.

A.7 IndividualDataObjectsTimeStamp

A.7.1 General

This element shall be used to report on time-stamps on individual data objects in signatures that may cover several data
objects. For each time-stamp token one | ndi vi dual Dat aCbj ect sTi neSt anp element shall be added.

EXAMPLE: XAdES signatures can sign multiple data objects.

A.7.2 XML

The time stamp on individual data objects shall be reported oninthel ndi vi dual Dat aCbj ect sTi neSt anp
element.

Thel ndi vi dual Dat aCbj ect sTi meSt anp element shall be of type SATi nest anpType.

A.7.3 XAdES

TheTi meSt anpVal ue child element shall contain the time indicated in the time-stamp token contained in the
XAdES:| ndi vi dual Dat aObj ect sTi meSt anp qualifying property of XAdES.

TheAttri but eObj ect shal contain areference to the validation object containing the time-stamp contained in the
XAdES:| ndi vi dual Dat aCbj ect sTi meSt anp qualifying property.

A.7.4 PAdES

PAdES signatures specified in ETSI EN 319 142-1[i.3] and ETSI EN 319 142-2 [i.4], clause 5 are based on CAJES
signatures. Consequently, this component is not present when reporting on PAJES signatures.

For PAJES signatures as specified in ETSI EN 319 142-2 [i.4], clause 6 the same rule as for XAdES signatures shall
apply.

A.8  SigPolicyldentifier

A.8.1 General

This element shall be used to report on the signature policy identifier contained in the signature.

A.8.2 XML

The signature policy identifier shall be reported oninthe Si gPol i cyl denti fi er element.

TheSi gPol i cyl denti fi er element shall be of type SASI gPol i cyl denti fi er Type.

ETSI



a7 ETSITS 119 102-2 V1.4.1 (2023-06)

<xs: conpl exType nanme="SASi gPol i cyl dentifierType">
<xs: conpl exCont ent >
<xs: extensi on base="vr: Attri but eBaseType">
<XS: sequence>
<xs: el ement name="Si gPolicyld" type="xs:anyURl"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

A.8.3 CAdES

Theelement Si gPol i cyl d shall containthe OID contained insi gPol i cyl d inthesi gnat ur e- pol i cy-
i denti fi er attribute, represented as URN as described in IETF RFC 3061 [8].

A.8.4 XAdES

The Si gPol i cyl d child element shall contain the URI present within the XAdES: | dent i fi er child element of
XAdES: Si gPol i cyl d child element of XAdES: Si gnat ur ePol i cyl d child element of
XAdES: Conmmi t nent Typel ndi cat i on qualifying property of XAdES.

A.8.5 PAdES

For PAJES signatures as specified in ETSI EN 319 142-1[i.3] and ETSI EN 319 142-2 [i.4], clause 5 the samerule as
for CAdES signatures shall apply.

For PAJES signatures as specified in ETSI EN 319 142-2 [i.4], clause 6 the same rule as for XAdES signatures shall
apply.

A.8.6 JAdES

The Si gPol i cyl d child element shall contain the URI present within thei d member of thei d member of the
si gPI d header parameter.

A.9  SignatureProductionPlace

A.9.1 General

This element shall be used to report on the place where the signature is claimed to have been created.

A9.2 XML

The claimed signature production place shall be reported oninthe Si gnat ur ePr oduct i onPl ace element.

The Si gnat ur ePr oducti onPl ace element shall be of type SASi gnat ur ePr oduct i onPl aceType.

<xs: conpl exType nanme="SASi gnat ur ePr oducti onPl aceType" >
<xs: conpl exCont ent >
<xs: extension base="vr:Attri but eBaseType">
<xs:sequence>
<xs: el ement name="AddressString" type="xs:string" maxCccurs="unbounded"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>
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A.9.3 CAdES

If count r yName iscontained inthe si gner - | ocat i on attribute, the contained Di r ect or ySt ri ng shall be
reported in one Addr essSt ri ng entry.

Ifl ocal i t yNane iscontainedinthesi gner -1 ocat i on attribute, the contained Di r ect or ySt r i ng shall be
reported in one Addr essSt ri ng entry.

If post al Addr ess iscontained inthesi gner -1 ocat i on attribute, every contained Di rect oryStri ng shall
be reported in one separate Addr ess St ri ng entry.

A.9.4 XAdES

Each of the child-elements of the X AdES attributes reporting the location where the signature has been purportedly
generated shall be reported in one Addr essSt ri ng entry.

EXAMPLES: XAdES.City, XAdES:StreetAddress, XAdES: StateOrProvince, X AJES:Postal Code,
XAdES:CountryName.

A.9.5 PAdES

For PAdES signatures as specified in ETSI EN 319 142-1[i.3] and ETSI EN 319 142-2 [i.4], clause 5 this component
shall have the contents of the Locat i on entry in the Signature PDF dictionary.

For PAdES signatures as specified in ETS|I EN 319 142-2 [i.4], clause 6 the same rule as for XAdES signatures shall
apply.

A.9.6 JAdES

Each of the members of the JAdES si gPl header parameter reporting the location where the signature has been
purportedly generated shall be reported in one Addr essSt ri ng entry.

A.10 SignerRole

A.10.1 General

This element shall be used to report on a certified or claimed role of the signer.

A.10.2 XML

The certified or claimed role of the signer shall be reported oninthe Si gner Rol e element.

The Si gner Rol e element shall be of type SASI gner Rol eType.

<xs: conpl exType name="SASi gner Rol eType" >
<xs: conpl exCont ent >
<xs: extensi on base="vr: Attri but eBaseType">
<Xs: sequence>
<xs: el ement nane="Rol eDetail s" type="vr: SAOneSi gner Rol eType"
maxCccur s="unbounded"/ >
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

<xs: conpl exType name="SAOneSi gner Rol eType" >

<xs:sequence>
<xs: el ement name="Rol e" type="xs:string"/>
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<xs: el ement nane="Endor senment Type" >
<xs:si npl eType>
<xs:restriction base="xs:string">
<xs:enuneration val ue="certified"/>
<xs:enumneration val ue="cl ai med"/ >
<xs:enumeration val ue="si gned"/>
</xs:restriction>
</ xs: si npl eType>
</ xs: el emrent >
</ xs: sequence>
</ xs: conpl exType>

A.10.3 CAdES

For every instanceof At t ri but e incl ai medAttri but es of thesi gner - attri but es-v2 attribute, the

Si gner Rol e element shall contain one Rol eDet ai | s child element. It shall have the Endor senent Type set to
cl ai med and Rol e containing a string representation of the At t r i but e instance. The string representation of the
At t ri but e instance isleft to the creator of the report.

For every instanceof Attri buteCertificateorQtherAttributeCertificatein
certifiedAttributesV2ofthesi gner-attributes-v2 attribute, the Si gner Rol e element shall contain
one Rol eDet ai | s child element. It shall have the Endor senment Type settocerti fi ed and Rol e containing a
string representation of the At t ri but eCertificateorQt her Attri buteCertificate instance. Thestring
representation of the At t ri but eCertificateorQherAttri buteCertificat e instanceisleft tothe
creator of the report.

For every instance of Si gnedAsser ti on insignedAssertions of thesi gner - att ri but es- v2 attribute, the

Si gner Rol e element shall contain one Rol eDet ai | s child element. It shall have the Endor senment Type set to
si gned and Rol e containing a string representation of the Si gnedAsser t i on instance. The string representation
of the Si gnedAsser ti on instanceisleft to the creator of the report.

A.10.4 XAdES

For every C ai nedRol e child element of Cl ai medRol es child element of XAdES: Si gner Rol e or

XAdES: Si gner Rol eV2 qualifying properties, this component shall have one Rol eDet ai | s child element. It shall
have the Endor senent Type settocl ai med and Rol e containing a string representation of the At t ri but e
instance. The string representation of the At t r i but e instance is left to the creator of the report.

For every Certi fi edRol e child element of Certi fi edRol es child element of XAJES: Si gner Rol e and for
every Certi fi edRol e child element of Cer ti fi edRol esV2 child element of XAJES: Si gner Rol eV2
qualifying properties, this component shall have one Rol eDet ai | s child element. It shall have the

Endor senent Type settocerti fi ed and Rol e containing a string representation of the At t r i but e instance.
The string representation of the At t ri but eCertificateorQ herAttri buteCertifi cate instanceisleftto
the creator of the report.

For every Si ghedAssert i on child element of Si gnedAsserti ons child element of XAdES: Si gner Rol eV2
qualifying properties, this component shall have one Rol eDet ai | s child element. It shall have the

Endor senent Type settosi gned and Rol e containing a string representation of the At t r i but e instance. The
string representation of the Si gnedAsser t i on instance is left to the creator of the report.

A.10.5 PAdES

For PAJES signatures as specified in ETSI EN 319 142-1[i.3] and ETSI EN 319 142-2 [i.4], clause 5 the samerule as
for CAdES signatures shall apply.

For PAJES signatures as specified in ETSI EN 319 142-2 [i.4], clause 6 the same rule as for XAdES signatures shall
apply.
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A.10.6 JAJES

For each item of each qval s arrays members of the cl ai ned array member of the sr At s header parameter, this
component shall have one Rol eDet ai | s child element. It shall have the Endor senent Type setto cl ai med and
Rol e containing a string representation of the item. The string representation of the items of the qval s arraysisleft to
the creator of the report.

For eachitem of thecer ti fi ed array member of the sr At s header parameter, this component shall have one

Rol eDet ai | s child element. It shall have the Endor semment Type settocertifi ed and Rol e containing a
string representation of theval member of the x509At t r Cer t or astring representation of theval member of the
ot her Attr Cert member of thecerti fi ed array item. The string representation of theval member of the
x509At tr Cert ortheot her Att r Cert member isleft to the creator of the report.

For each item of each qval s arrays members of thesi gnedAsser ti ons array member of thesr At s header
parameter, this component shall have one Rol eDet ai | s child element. It shall have the Endor senent Type setto
si gned and Rol e containing a string representation of the item. The string representation of the items of theqval s
arraysisleft to the creator of the report.

A.11 CounterSignature

A.11.1 General

This element shall be used to report on a counter signature.

A.11.2 XML

The counter signature shall be reported on in the Count er Si gnat ur e element.

The Count er Si gnat ur e element shall be of type SACount er Si gnat ur eType.

<xs: conpl exType name="SACount er Si gnat ur eType" >
<xs: conpl exCont ent >
<xs: extensi on base="vr: Attri but eBaseType">
<Xs: sequence>
<xs: el ement nane="Count er Si gnat ure" type="vr: Si gnat ur eRef erenceType"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

A.11.3 CAdES

TheAttri but eObj ect shall contain areference to the validation object containing the signature contained in the
count er - si gnat ur e attribute.

A.11.4 XAdES

TheAttri but eObj ect shall contain areference to the validation object containing the signature contained in the
XAdES: Count er Si gnat ur e qualifying attribute or to a detached countersignature of the XAdES signature.

A.11.5 PAdES

PAdES signatures specified in ETSI EN 319 142-1[i.3] and ETSI EN 319 142-2 [i.4], clause 5 do not contain the
count er - si gnat ur e attribute. Consequently, this component is not present when reporting on PAJES signatures.
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For PAdES signatures as specified in ETSI EN 319 142-2 [i.4], clause 6 the same rule as for XAdES signatures shall
apply.

A.11.6 JAdES

TheAt tri but eQbj ect shall contain areference to the validation object containing the signature contained in the
cSi g member of the et si U header parameter.

A.12 SignatureTimeStamp

A.12.1 General

This element shall be used to report on a signature time-stamp.

A.12.2 XML

The signature time-stamp shall be reported oninthe Si gnat ur eTi neSt anp element.

The Si gnat ur eTi neSt anp element shall be of type SATi nest anpType.

A.12.3 CAdES

TheTi meSt anpVal ue shall contain the time of the time-stamp contained inthe si gnat ur e-t i me- st anp
attribute.

TheAt tri but eQbj ect shall contain areference to the validation object containing the time-stamp contained in the
si gnat ur e-ti me- st anp attribute.

A.12.4 XAdES

TheTi meSt anpVal ue shall contain the time of the time-stamp contained in the XAdES: Si gnat ur eTi neSt anp
qualifying property.

TheAt tri but eQbj ect shall contain areference to the validation object containing the time-stamp contained in the
XAdES: Si gnat ur eTi meSt anp qualifying property.

A.12.5 PAdES

For PAJES signatures as specified in ETSI EN 319 142-1[i.3] and ETSI EN 319 142-2 [i.4], clause 5 the samerule as
for CAdES signatures shall apply.

For PAJES signatures as specified in ETSI EN 319 142-2 [i.4], clause 6 the same rule as for XAdES signatures shall
apply.

A.12.6 JAdES

TheTi meSt anpVal ue shall contain the time of the time-stamp contained inthe si gTst member of theet si U
header parameter.

TheAt tri but eQbj ect shall contain areference to the validation object containing the time-stamp contained in the
si gTst member of the et si U header parameter.
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A.13 CompleteCertificateRefs

A.13.1 General

This element shall be used to report on the referencesto certificates used in the signature.

A.13.2 XML

The certificate references shall be reported on inthe Conpl et eCer ti fi cat eRef s element.
TheConpl eteCertificat eRefs element shal beof type SACert | DLi st Type.

The same requirements asin clause A.3.2 shall apply.

A.13.3 CAdES

For every element type Ot her Cert | Dintheconpl et e-certi fi cat e-ref er ences attribute, for which the
referenced certificate is not presented by an At t r i but eObj ect child referencing the validation object containing the
corresponding certificate, the Conpl et eCerti fi cat eRef s inthereport shall contain one Cer t | D child.

If the element of type Ot her Cer t | Disreported by aCer t | D child then:
1) Iftheot her Cert Hash containsthe element shalHash, then:

a) Theds: Di gest Val ue value shall be the base-64 encoding of the octet string contained in the
shalHash field.

b) The ds.DigestMethod shall have the value http://www.w3.0rg/2000/09/xmldsig#shal.

2) If theot her Cert Hash containsthe element ot her Hash, then:

a) Theds: Di gest Val ue value shall be the base-64 encoding of the octet string contained in the
hashVal ue field within the ot her Hash field.

b) Theds: Di gest Met hod shall have as value an URN. This URN shall represent the OID value present
inthehashAl gori t hmfield withinthe ot her Hash field. The URN shall be built as specified in
IETF RFC 30618].

3) Ifthei ssuer Seri al element is present within the element of type Ot her Cer t | D, then the
X5091 ssuer Seri al element shall be the base-64 encoding of one DER-encoded i ssuer Ser i al field.

A.13.4 XAdES

For every certificate referenced within the XAdES: Conpl et eCerti f i cat eRef sV2 qualifying property in the
reported X AdES signature, for which the referenced certificate is not presented by an At t r i but eCbj ect child
referencing the validation object containing the corresponding certificate, the Conpl et eCerti fi cat eRef s inthe
report shall contain one Cer t | D child.

If the certificate referenced within the XAJES: Conpl et eCerti fi cat eRef sV2 isreportedby aCert | Dchild
then:

1) Theds: Di gest Val ue andds: Di gest Met hod shall contain the valuesindicated in the referenced
certificate asin the XAdES: Conpl et eCerti fi cat eRef sV2 qualifying property of the signature.

2) The X509l ssuer Seri al element shall be the base-64 encoding of one DER-encoded instance of type
I ssuer Seri al typedefinedin IETF RFC 5035 [12], as present within | ssuer Ser i al V2 within
XAdES: Conpl et eCertifi cat eRef sV2 qualifying property.
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A.13.5 PAdES

PAdES signatures specified in ETSI EN 319 142-1[i.3] and ETSI EN 319 142-2 [i.4], clause 5 do not contain the
conpl ete-certificate-references attribute. Consequently, this component is not present when reporting on
PAdES signatures.

For PAJES signatures as specified in ETSI EN 319 142-2 [i.4], clause 6 the same rule as for XAdES signatures shall
apply.

A.13.6 JAdES

For every certificate referenced within an item of the x Ref s array member of the et si U header parameter in the
reported JAJES signature, for which the referenced certificate is not presented by an At t r i but eObj ect child
referencing the validation object containing the corresponding certificate, the Conpl et eCerti fi cat eRef s inthe
report shall contain one Cer t | D child.

If the certificate referenced within an item of the xRef s array member of the et si U header parameter is reported by a
Cer t | Dchild then:

1) Theds: Di gest Val ue andds: Di gest Met hod shall contain the valuesindicated in the referenced
certificate asin the item of the xRef s member of the et si U header parameter of the signature.

2) TheX509I ssuer Seri al dement shall be the base-64 encoding of one DER-encoded instance of type
| ssuer Seri al typedefinedin IETF RFC 5035 [12], as present within ki d member of the item of the
xRef s array member of the et si U header parameter.

A.14 CompleteRevocationRefs

A.14.1 General

This element allows reporting on the reference on revocation information which can be used to validate the signature.

A.14.2 XML

The references to the revocation information shall be reported on in the Conpl et eRevocat i onRef s element.

The Conpl et eRevocat i onRef s element shall be of type SARevI DLi st Type.

<xs: conpl exType name="SARevl DLi st Type" >
<xs: conpl exCont ent >
<xs: extensi on base="vr:Attribut eBaseType">
<xs: el ement name="CRLI D' type="vr: SACRLI DType"/>
<xs: el ement nane="OCSPI D' type="vr: SAOCSPI DType"/ >
</ xs: choi ce>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

<xs: conpl exType nanme="SACRLI DType" >
<Xs: sequence>
<xs: el ement ref="ds: D gest Met hod"/>
<xs: el ement ref="ds: D gestVal ue"/>
</ xs: sequence>
</ xs: conpl exType>

<xs: conpl exType nanme="SAOCCSPI DType" >
<XS: sequence>
<xs: el ement name="ProducedAt" type="xs:dateTime"/>
<xs: choi ce>
<xs: el ement name="Responder | DByNanme" type="xs:string"/>
<xs: el ement nanme="Responder | DByKey" type="xs: base64Bi nary"/>
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</ xs: choi ce>
</ xs: sequence>
</ xs: conpl exType>

For every CRL or OCSP response referenced within reported attribute that is present in a validation object in the report,
the Conpl et eRevocat i onRef s shal containan At t ri but eCbj ect child referencing the validation object
containing the corresponding certificate.

For every CRL referenced within the reported attribute that is not present as validation object (for instance because the
creator of the validation report cannot gain access to it), this component shall have one CRLI D child. Its

ds: Di gest Met hod shall contain an URI identifying the same digest a gorithm as the one present in the attribute of
the reported signature. Itsds: Di gest Val ue shall contain the base-64 encoding of the digest value present in the
attribute of the reported signature.

For every OCSP response referenced within the reported attribute that is not present as validation object (for instance
because the creator of the validation report cannot gain access to it), this component shall have one OCSPI D child.

A.14.3 CAdES

For every elementincr | i ds of conpl et e-revocati on-r ef er ences, referencing a CRL that is not present in
the validation report, the Conpl et eRevocat i onRef s inthe report shall contain one CRLI D child.

For every element inocspi ds of conpl et e-revocat i on-r ef er ences, referencing an OCSP response that is
not present in the validation report, the Conpl et eRevocat i onRef s inthereport shall contain one OCSPI D child.
Its Pr oducedAt child shall contain the same time value as the value indicated in the pr oducedAt inthe
aforementioned element in ocspi ds. The Responder | DBy Key shall have the base-64 encoding of the value
present in the ocspResponder | Dwhen its choiceis ByKey inin the aforementioned element in ocspi ds. The
Responder | DBy Nane shall have the string representation of the value present in the ocspResponder | Dwhen its
choiceis By Name in the aforementioned element in ocspi ds.

A.14.4 XAdES

For every element in CRLRef s of Conpl et eRevocat i onRef s, referencing a CRL that is not present in the
validation report, the Conpl et eRevocat i onRef s in the report shall contain one CRLI D child.

For every element in OCSPRef s of Conpl et eRevocat i onRef s, referencing an OCSP response that is not present
in the validation report, the Conpl et eRevocat i onRef s in the report shall contain one OCSPI D child. Its

Pr oducedAt child shall contain the same time value as the value indicated in the XAdES: Pr oducedAt inthe
aforementioned element in OCSPRef s. The Responder | DByKey shall have the base-64 encoding of the value
present in the XAdES: By Key in the aforementioned element in OCSPRef s. The Responder | DBy Nare shall have
the same value as the value of OCSPRef s. The Responder | DByKey shall have the base-64 encoding of the value
present in the XAdES: By Name in the aforementioned element in OCSPRef s.

A.145 PAdES

PAJES signatures specified in ETSI EN 319 142-1 [i.3] and ETSI EN 319 142-2 [i.4], clause 5 do not contain the
conpl et e-revocati on-r ef er ences attribute. Consequently, this component is not present when reporting on
PAJES signatures.

For PAdES signatures as specified in ETSI EN 319 142-2 [i.4], clause 6 the same rule as for XAdES signatures shall
apply.

A.14.6 JAJES

For every item of thecr | Ref s array member of ther Ref s member of the et si U header parameter, referencing a
CRL that is not present in the validation report, the Conpl et eRevocat i onRef s in the report shall contain one
CRLI Dchild.
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For every item of the ocspRef s array member of ther Ref s member of the et si U header parameter, referencing an
OCSP response that is not present in the validation report, the Conpl et eRevocat i onRef s inthe report shall
contain one OCSPI D child. Its Pr oducedAt child shall contain the same time value as the value indicated in the

pr oducedAt member of theocspl d member of the aforementioned item of the ocspRef s array. The
Responder | DByKey shall have the base-64 encoding of the value present in the by Key member of the
responder | d member of theocspl d member of the aforementioned item of theocspRef s array. The
Responder | DBy Nane shall have the same string representation of the value present in the by Nane member of the
responder | d member of theocspl d member of the aforementioned item of the ocspRef s array.

A.15 AttributeCertificateRefs

A.15.1 General

This element shall be used to report on the references to attribute certificates used in the signature.

A.15.2 XML

The certificate references shall bereportedoninthe Attri but eCerti fi cat eRefs element.
TheAttributeCertificateRefs elementshal beof type SACert | DLi st Type.

The same requirements asin clause A.3.2 shall apply.

A.15.3 CAdES

For every element type O her Cert | Dinattri bute-certifi cate-references attribute, for which the
referenced certificate is not presented by an At t r i but eCbj ect child referencing the validation object containing the
corresponding certificate, the Conpl et eCerti fi cat eRef s inthereport shall contain one Cer t | D child.

If the element of type Ot her Cer t | Disreported by aCer t | D child then:
1) Iftheot her Cert Hash containsthe element shalHash, then:

a) Theds: Di gest Val ue value shall be the base-64 encoding of the octet string contained in the
shalHash field.

b) Theds: Di gest Met hod shall have the value http://www.w3.0rg/2000/09/xmldsi g#shal.

2) If theot her Cert Hash containsthe element ot her Hash, then:

a) Theds: Di gest Val ue value shall be the base-64 encoding of the octet string contained in the
hashVal ue field within the ot her Hash field.

b) Theds: Di gest Met hod shall have as value an URN. This URN shall represent the OID value present
inthehashAl gori t hmfield withinthe ot her Hash field. The URN shall be built as specified in
IETF RFC 3061 [8].

3) Ifthei ssuer Seri al element is present within the element of type Ot her Cer t | D, then the
X5091 ssuer Ser i al element shall be the base-64 encoding of one DER-encoded i ssuer Seri al field.
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A.15.4 XAdES

For every certificate referenced within the XAJES: Att ri but eCerti fi cat eRef sV2 qualifying property inthe
reported X AdES signature, for which the referenced certificate is not presented by an At t r i but eCbj ect child
referencing the validation object containing the corresponding certificate, the Conpl et eCerti fi cat eRef s inthe
report shall contain one Cer t | D child.

If the certificate referenced within the XAJES: Attri buteCerti fi cat eRef sV2 isreported by aCert | Dchild
then:

1) Theds: Di gest Val ue andds: Di gest Met hod shall contain the valuesindicated in the referenced
certificate asin the XAJES: Attri buteCertifi cateRefsV2 qualifying property of the signature.

2) The X509l ssuer Seri al element shall be the base-64 encoding of one DER-encoded instance of type
| ssuer Seri al typedefinedin IETF RFC 5035 [12], as present within | ssuer Ser i al V2 within
XAdES: AttributeCertificateRefsV2 quaifying property.

A.15.5 PAdES

PAJES signatures specified in ETSI EN 319 142-1 [i.3] and ETSI EN 319 142-2 [i.4], clause 5 do not contain the
attribute-certificate-references attribute. Consequently, this component is not present when reporting
on PAdES signatures.

For PAdES signatures as specified in ETSI EN 319 142-2 [i.4], clause 6 the same rule as for XAdES signatures shall
apply.

A.15.6 JAJES

For every certificate referenced within an item of the axRef s array member of the et si U header parameter in the
reported JAdES signature, for which the referenced certificate is not presented by an At t r i but eCbj ect child
referencing the validation object containing the corresponding certificate, the At t ri but eCerti fi cateRefs in
the report shall contain one Cer t | D child.

If the certificate referenced within an item of the axRef s array member of the et si U header parameter is reported by
aCer t | Dchild then:

1) Theds: Di gest Val ue andds: Di gest Met hod shall contain the valuesindicated in the referenced
certificate asin the item of the axRef s member of the et si U header parameter of the signature.

2) The X509l ssuer Seri al element shall be the base-64 encoding of one DER-encoded instance of type
| ssuer Seri al typedefinedin IETF RFC 5035 [12], as present within ki d member of the item of the
axRef s array member of the et si U header parameter.

A.16 AttributeRevocationRefs

A.16.1 General

This element allows reporting on the contents of the XAdES: At t ri but eRevocat i onRef s qualifying property of
XAdES signaturesand theat t ri but e-revocati on-r ef er ences attribute of CAdES signatures.

A.16.2 XML

The certificate references shall bereported oninthe At t ri but eRevocat i onRef s element.

TheAttri but eRevocati onRef s element shall be of type SARevI DLi st Type.
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The same requirements asin clause A.14.2 shall apply.

A.16.3 CAdES

For every elementincrl i ds ofattri but e-revocati on-ref er ences, referencing a CRL that is not present
in the validation report, the Conpl et eRevocat i onRef s in the report shall contain one CRLI D child.

For every element inocspi ds of attri but e-revocat i on-r ef er ences, referencing an OCSP response that is
not present in the validation report, the Conpl et eRevocat i onRef s inthereport shall contain one OCSPI D child.
Its Pr oducedAt child shall contain the same time value as the value indicated in the pr oducedAt inthe
aforementioned element in ocspi ds. The Responder | DByKey shall have the base-64 encoding of the value
present in the ocspResponder | Dwhen its choice is By Key inin the aforementioned element inocspi ds.

The Responder | DBy Nane shall have the string representation of the value present in the ocspResponder | D
when its choice is ByKey in the aforementioned element in ocspi ds.

A.16.4 XAdES

For every element in CRLRef s of At t ri but eRevocat i onRef s, referencing a CRL that is not present in the
validation report, the Conpl et eRevocat i onRef s in the report shall contain one CRLI D child.

For every element in OCSPRef s of At t ri but eRevocat i onRef s, referencing an OCSP response that is not
present in the validation report, the Conpl et eRevocat i onRef s in the report shall contain one OCSPI D child. Its
Pr oducedAt child shall contain the same time value as the value indicated in the XAdES: Pr oducedAt inthe
aforementioned element in OCSPRef s. The Responder | DByKey shall have the base-64 encoding of the value
present in the XAdES: By Key in the aforementioned element in OCSPRef s. The Responder | DBy Nare shall have
the same value as the value of OCSPRef s. The Responder | DByKey shall have the base-64 encoding of the value
present in the XAdES: By Nare in the aforementioned element in OCSPRef s.

A.16.5 PAdES

PAJES signatures specified in ETSI EN 319 142-1 [i.3] and ETSI EN 319 142-2 [i.4], clause 5 do not contain the
attribute-revocation-references attribute. Consequently, this component is not present when reporting on
PAJES signatures.

For PAdES signatures as specified in ETSI EN 319 142-2 [i.4], clause 6 the same rule as for XAdES signatures shall
apply.

A.16.6 JAJES

For every item of thecr | Ref s array member of the ar Ref s member of the et si U header parameter, referencing a
CRL that is not present in the validation report, the At t r i but eRevocat i onRef s in the report shall contain one
CRLI Dchild.

For every item of the ocspRef s array member of the ar Ref s member of the et si U header parameter, referencing
an OCSP response that is not present in the validation report, the At t ri but eRevocat i onRef s inthe report shall
contain one OCSPI D child. Its Pr oducedAt child shall contain the same time value as the value indicated in the

pr oducedAt member of the ocspl d member of the aforementioned item of the ocspRef s array. The
Responder | DByKey shall have the base-64 encoding of the value present in the by Key member of the
responder | d member of theocspl d member of the aforementioned item of the ocspRef s array. The
Responder | DBy Nane shall have the same string representation of the val ue present in the by Nanme member of the
responder | d member of the ocspl d member of the aforementioned item of the ocspRef s array.
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A.17 SigAndRefsTimeStamp

A.17.1 General

This element shall be used to report on atime-stamp covering the signature and the references on certificates and
revocation information.

A.17.2 XML

The time-stamp on the signature and the references on certificates and revocation information shall be reported on in the
Si gAndRef sTi meSt anp element.

The Si gAndRef sTi neSt anp element shall be of type SATi mest anpType.

A.17.3 CAdES

TheTi meSt anpVal ue shall contain the time of the time-stamp contained in the CAAES- C-t i ne- st anp attribute.

TheAttri but eObj ect shal contain areference to the validation object containing the time-stamp contained in the
CAdES- C-ti me- st anp attribute.

A.17.4 XAdES

TheTi meSt anpVal ue shal contain the time of the time-stamp contained in the
XAdES: Si gAndRef sTi meSt anpV2 qualifying property.

TheAt tri but eQbj ect shall contain areference to the validation object containing the time-stamp contained in the
XAdES: Si gAndRef sTi neSt anpV2 qualifying property.

A.17.5 PAdES

PAJES signatures specified in ETSI EN 319 142-1 [i.3] and ETSI EN 319 142-2 [i.4], clause 5 do not contain the
CAdES- C-ti ne- st anp attribute. Conseguently, this component is not present when reporting on PAJES
signatures.

PAdES signatures as specified in ETSI EN 319 142-2 [i.4], clause 6.2 may contain the
XAdES: Si gAndRef sTi neSt anpV2. In these cases, this component may be present and the requirements are as the
ones specified for reporting on any other X AJES signature.

A.17.6 JAdES

TheTi meSt anpVal ue shall contain the time of the time-stamp contained in the si gRTst member of theet si U
header parameter.

TheAt tri but eQbj ect shall contain areference to the validation object containing the time-stamp contained in the
si gRTst member of theet si U header parameter.

A.18 RefsOnlyTimeStamp

A.18.1 General

This element can be used to report on the time-stamp covering the references on certificates and revocation information.
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A.18.2 XML

The time-stamp on the references on certificates and revocation information shall be reported on in the
Si gAndRef sTi meSt anp element.

The Si gAndRef sTi neSt anp element shall be of type SATi mest anpType.

A.18.3 CAdES

TheTi meSt anpVal ue shal contain the time of the time-stamp contained inthet i ne- st anped- certs-crl s-
ref erences attribute.

TheAt tri but eQbj ect shall contain areference to the validation object containing the time-stamp contained in the
time-stanped-certs-crls-references attribute.

A.18.4 XAdES

The Ti neSt anpVal ue shall contain the time of the time-stamp contained in the
XAdES: Ref sOnl yTi neSt anpV2 qualifying property.

TheAttri but eObj ect shal contain areference to the validation object containing the time-stamp contained in the
XAdES: Ref sOnl yTi meSt anmpV2 qualifying property.

A.18.5 PAdES

PAdES signatures specified in ETSI EN 319 142-1[i.3] and ETSI EN 319 142-2 [i.4], clause 5 do not contain the
ti me-stanped-certs-crls-references attribute. Consequently, this component is not present when
reporting on PAJES signatures.

PAJES signatures as specified in ETSI EN 319 142-2 [i.4], clause 6.2 may contain
XAdES: Ref sOnl yTi meSt anpV2 qualifying property. In these cases, this component may be present and the
requirements are as the ones specified for reporting on any other X AdES signature.

A.18.6 JAJES

TheTi meSt anpVal ue shal contain the time of the time-stamp contained inther f sTst member of theet si U
header parameter.

TheAttri but eObj ect shal contain areference to the validation object containing the time-stamp contained in the
rf sTst member of the et si U header parameter.

A.19 CertificateValues

A.19.1 General

This element shall be used to report on the attribute containing the certificates used in the signature.

A.19.2 XML

The certificates within such an attribute shall be reported onintheCerti fi cat eVal ues element.

TheCertificat eVal ues element shall beof typeAttri but eBaseType.
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A.19.3 CAdES

For every instanceof Certi fi cat e containedinthecerti fi cat e- val ues attribute, the
CertificateVal ues element shall containan At t ri but eCbj ect referencing the validation object containing
the corresponding certificate.

A.19.4 XAdES

For every instance child element present in the XAdES: Cer ti f i cat eVal ues qualifying property, the
CertificateVal ues element shall containan At t ri but eCbj ect referencing the validation object containing
the corresponding certificate.

A.19.5 PAdES

PAJES signatures specified in ETSI EN 319 142-1 [i.3] and ETSI EN 319 142-2 [i.4], clause 5 do not contain the
certificate-val ues attribute. Consequently, this component is not present when reporting on PAJES signatures.

PAJES signatures as specified in ETSI EN 319 142-2 [i.4], clause 6.2 may contain XAdES: Cer ti fi cat eVal ues
qualifying property. In these cases this component may be present and the requirements are as the ones specified for
reporting on any other XAdES signature.

A.19.6 JAJES

For every item of the xVal s array member of the et si U header parameter in the reported JAJES signature, the
CertificateVal ues element shall containan At t ri but eCbj ect referencing the validation object containing
the corresponding certificate.

A.20 RevocationValues

A.20.1 General

This element shall be used to report on the attribute containing the revocation information corresponding to the
signature.

A.20.2 XML

The revocation information within such an attribute shall be reported on inthe Revocat i onVal ues element.

TheRevocat i onVal ues element shal be of type At t ri but eBaseType.

A.20.3 CAdES

For every instance of Cer ti fi cat eLi st contained inther evocat i on- val ues attribute, the
Revocat i onVal ues element shall containan At t ri but eObj ect referencing the validation object containing the
corresponding CRL.

For every instance of Basi c OCSPResponse contained inther evocat i on- val ues attribute, the
Revocat i onVal ues element shal containan At t r i but eObj ect referencing the validation object containing the
corresponding OCSP response.

For every item of ot her RevVal s contained inther evocat i on-val ues attribute, the Revocat i onVal ues
element shall containan At t ri but eObj ect referencing the corresponding validation object.
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A.20.4 XAdES

For every child element of the XAJES: CRLVal ues child element of XAJES: Revocat i onVal ues qualifying
property, the Revocat i onVal ues element shall containan At t ri but eQbj ect referencing the validation object
containing the corresponding CRL.

For every child element of the XAJES: OCSPVal ues child element of XAdES: Revocat i onVal ues qualifying
property, the Revocat i onVal ues element shall containan At t r i but eObj ect referencing the validation object
containing the corresponding OCSP response.

For every child element of the XADES: Ot her Val ues child element of XAJES: Revocat i onVal ues qualifying
property, the Revocat i onVal ues element shall containan At t r i but eObj ect referencing the validation object
containing the corresponding validation data object.

A.20.5 PAdES

PAdES signatures specified in ETSI EN 319 142-1[i.3] and ETSI EN 319 142-2 [i.4], clause 5 do not have the
revocati on-val ues attribute. Consequently, this component is not be present when reporting on PAJES
signatures.

PAdES signatures as specified in ETSI EN 319 142-2 [i.4], clause 6.2 may contain XAdES: Revocat i onVal ues
qualifying property. In these cases, this component may be present and the requirements are as the ones specified for
reporting on any other XAdES signature.

A.20.6 JAJES

For every item of the cr | Val s array member of ther Val s member of the et si U header parameter, the
Revocat i onVal ues element shal containan At t r i but eObj ect referencing the validation object containing the
corresponding CRL.

For every item of the ocspVal s array member of ther Val s member of the et si U header parameter, the
Revocat i onVal ues element shall containan At t ri but eObj ect referencing the validation object containing the
corresponding OCSP response.

For every item of the ot her Val s array member of ther Val s member of the et si U header parameter, the
Revocat i onVal ues element shall containan At t ri but eObj ect referencing the validation object containing the
corresponding validation data object.

A.21 AttrAuthoritiesCertValues

A.21.1 General

This element shall be used to report on an attribute containing certificates to be used in the validation of attribute
certificates or signed assertions.

A.21.2 XML

The certificates within such an attribute shall bereported oninthe At t r Aut hori ti esCert Val ues element.

TheAttrAut horitiesCert Val ues elementshall beof typeAttri but eBaseType.
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A.21.3 XAdES

For every instance child element present in the XAJES: At t r Aut hori ti esCert Val ues qualifying property, the
CertificateVal ues element shall containan At t ri but eCbj ect referencing the validation object containing
corresponding certificate.

A.21.4 PAdES

PAJES signatures specified in ETSI EN 319 142-1 [i.3] and ETSI EN 319 142-2 [i.4], clause 5 are based on CAdES
signatures. Consequently, this component is not present when reporting on PAJES signatures.

PAdES signatures as specified in ETSI EN 319 142-2 [i.4], clause 6.2 may contain the
XAdES: At t r Aut hori ti esCert Val ues quaifying property. In these cases, this component may be present and
the requirements are as the ones specified for reporting on any other XAdES signature.

A.21.5 JAdES

For every item of the axVal s array member of the et si U header parameter in the reported JAJES signature, the
CertificateVal ues element shall containan At t ri but eCbj ect referencing the validation object containing
the corresponding certificate.

A.22 AttributeRevocationValues

A.22.1 General

This element shall be used to report on attributes contai ning revocation information to be used in the validation of
attribute certificates or signed assertions.

A.22.2 XML

The revocation information within such an attribute shall be reported oninthe At t ri but eRevocat i onVal ues
element.

TheAttri but eRevocati onVal ues element shal be of type At t ri but eBaseType.

A.22.3 XAdES

For every child element of the XAJES: CRLVal ues child element of XAJES: At t ri but eRevocat i onVal ues
qualifying property, the Revocat i onVal ues element shall containan At t ri but eCbj ect referencing the
validation object containing the corresponding CRL.

For every child element of the XAdES: OCSPVal ues child element of XAdES: At t ri but eRevocat i onVal ues
qualifying property, the Revocat i onVal ues element shall containan At t r i but eCbj ect referencing the
validation object containing the corresponding OCSP response.

For every child element of the XAdES: Ot her Val ues child element of XAJES: Att ri but eRevocat i onVal ues
qualifying property, the Revocat i onVal ues element shall containan At t r i but eCbj ect referencing the
validation object containing the corresponding validation data object.
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A.22.4 PAdES

PAdES signatures specified in ETSI EN 319 142-1[i.3] and ETSI EN 319 142-2 [i.4], clause 5 are based on CAJES
signatures. Consequently, this component is not present when reporting on PAJES signatures.

PAdES signatures as specified in ETSI EN 319 142-2 [i.4], clause 6.2 may contain
XAdES: At t ri but eRevocat i onVal ues qualifying property. In these cases this component may be present and
the requirements are as the ones specified for reporting on any other XAdES signature.

A.22.5 JAdES

For every item of the cr | Val s array member of the ar Val s member of the et si U header parameter, the
Revocat i onVal ues element shall containan At t ri but eObj ect referencing the validation object containing the
corresponding CRL.

For every item of the ocspVal s array member of the ar Val s member of theet si U header parameter, the
Revocat i onVal ues element shall containan At t ri but eObj ect referencing the validation object containing the
corresponding OCSP response.

For every item of the ot her Val s array member of the ar Val s member of the et si U header parameter, the
Revocat i onVal ues element shall containan At t ri but eCbj ect referencing the validation object containing the
corresponding validation data object.

A.23 TimeStampValidationData

A.23.1 General

This element shall be used to report on attributes containing certificates and revocation information to be used to
validate atime-stamp.

A.23.2 XML

The certificates and revocation information within such an attribute shall be reported on in the
Ti meSt anpVal i dati onDat a element.

TheTi meSt anpVal i dati onDat a element shall be of type At t ri but eBaseType.

A.23.3 XAdES

The certificates present in the XAdES: Cer ti fi cat eVal ues child element of
XAdES: Ti meSt anpVal i dat i onDat a qualifying property shall be reported inthe Ti neSt anpVal i dati on
component as the certificates present in XAdES: Cer ti f i cat eVal ues qualifying property.

The revocation values present in the XAdES: Revocat i onVal ues child element of
XAdES: Ti meSt anpVal i dat i onDat a qualifying property shall be reported inthe Ti neSt anpVal i dati on
component as the revocation values present in XAdES: Revocat i onVal ues qualifying property.

A.23.4 PAdES

PAdES signatures specified in ETSI EN 319 142-1[i.3] and ETSI EN 319 142-2 [i.4], clause 5 are based on CAdES
signatures. Consequently, this component is not present when reporting on PAJES signatures.

PAdES signatures as specified in ETSI EN 319 142-2 [i.4], clause 6.2 may contain
XAdES: At tri but eRevocat i onVal ues quaifying property. In these cases, this component may be present and
the requirements are as the ones specified for reporting on any other XAdES signature.
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A.23.5 JAdES

The certificates present in the xVal s member of thet st VD member of the et si U header parameter shall be reported
inthe Ti meSt anpVal i dat i on component as the certificates present in the xVal s member of the et si U header
parameter.

The revocation values present in ther Val s member of thet st VD member of the et si U header parameter shall be
reported inthe Ti meSt anpVal i dat i on component as the revocation values present in ther Val s member of the
et si Uheader parameter.

A.24  ArchiveTimeStamp

A.24.1 General

This element shall be used to report on an archival time-stamp.

A.24.2 XML

The time-stamp on the references on certificates and revocation information shall be reported on in the
Ar chi veTi meSt anp element.

TheAr chi veTi neSt anp element shall be of type SATiI nest anpType.

A.24.3 CAdES

For every ar chi ve-ti me- st anp- v3 attribute, an Ar chi veTi meSt anp element shall be added to the report.

TheTi meSt anpVal ue shall contain the time of the time-stamp contained inthear chi ve-ti ne- st anp-v3
attribute.

TheAttri but eObj ect shal contain areference to the validation object containing the time-stamp contained in the
archi ve-ti me-stanp-v3 attribute.

For every ar chi ve-ti me- st anp attribute, an Ar chi veTi neSt anp element shall be added to the report.

TheTi meSt anpVal ue shall contain the time of the time-stamp contained inthear chi ve-ti ne- st anp
attribute.

TheAttri but eObj ect shal contain areference to the validation object containing the time-stamp contained in the
archi ve-ti ne-stanp attribute.

For every | ong-t erm val i dati on attribute, an Ar chi veTi neSt anp element shall be added to the report.

TheTi meSt anpVal ue shall contain the time of the time-stamp or evidence record contained inthe| ong-t er m
val i dati on attribute.

TheAt tri but eQbj ect shall contain areference to the validation object containing the time-stamp or evidence
record contained inthel ong-term val i dati on attribute.

A.24.4 XAdES

For every time-stamp token present in a XAdES: Ar chi veTi neSt anp qualifying property defined in the namespace
whose URI is http://uri.etsi.org/01903/v1.4.1# and for every time-stamp token present in a

XAdES: Ar chi veTi meSt anp qualifying property defined in the namespace whose URI is
http://uri.etsi.org/01903/v1.3.2# there shall be one ArchiveTimeStamp component whose At t r i but eCObj ect shall
contain areference to the validation object containing the time-stamp token.
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A.24.5 PAdES

PAdES signatures specified in ETSI EN 319 142-1[i.3] and ETSI EN 319 142-2 [i.4], clause 5 do not contain the
archi ve-ti nme- st anp- v3 attributesor ar chi ve-ti me- st anp attributes. Consequently, this component is not
present when reporting on PAJES signatures.

PAdES signatures as specified in ETSI EN 319 142-2 [i.4], clause 6.2 may contain XAdES: Ar chi veTi meSt anp
qualifying property. In these cases this component may be present and the requirements are as the ones specified for
reporting on any other XAdES signature.

A.24.6 JAJES

For every time-stamp token present in an ar cTst member of the et si U header parameter there shall be one
ArchiveTimeStamp component whose At t r i but eCbj ect shall contain areference to the validation object
containing the time-stamp token.

A.25 RenewedDigests

A.25.1 General

This element shall be used to report on the XAJES: RenewedDi gest s qualifying property of XAdES signatures.

A.25.2 XML

The time-stamp on the references on certificates and revocation information shall be reported on in the
RenewedDi gests element.

The RenewedDi gest s element shall be of type SALi st OF | nt eger sType.

<xs: si npl eType name="SALi st O | nt eger sType" >
<xs:list itenmlype="xs:integer"/>
</ xs: si npl eType>

A.25.3 XAdES

When the reported signature is a XAdES signature, each integer value present in this component shall identify the order
of appearance of the ds: Ref er ence whose digest has been renewed when the XAdES signature is serialized, where
thevalue"1" is assigned to thefirst ds: Ref er ence child of the ds:Signedinfo element.

A.26 MessageDigest

A.26.1 General

This element shall be used to report on the attribute containing the message digest of the content being signed.

A.26.2 XML

The message digest shall be reported on in the MessageDi gest element.
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The MessageDi gest element shall be of type SAMessageDi gest Type.

<xs: conpl exType nanme="SAMessageDi gest Type" >
<xs: conpl exCont ent >
<xs: extensi on base="vr: Attri but eBaseType">
<Xs: sequence>
<xs:el ement nane="Di gest" type="xs:base64Bi nary"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

A.26.3 CAdES

The Di gest element shall contain the octet string contained in message- di gest attribute.

A.26.4 PAdES

For PAJES signatures specified in ETSI EN 319 142-1 [i.3] and ETSI EN 319 142-2 [i.4], clause 5 the same rule as for
CAdES signatures shall apply.

A.27 DSS

A.27.1 General

This element shall be used to report the contents of the DSS PDF dictionary.

A.27.2 XML

The contents of the DSS PDF dictionary shall be reported on in the DSS element.

The DSS element shall be of type SADSSTy pe.

<xs: conpl exType nanme="SADSSType" >
<xs: conpl exCont ent >
<xs: extensi on base="vr: Attri but eBaseType">
<xs:sequence>
<xs: el ement name="Certs" type="vr:VOReferenceType" m nCccurs="0"/>
<xs: el ement name="CRLs" type="vr:VOReferenceType" m nCccurs="0"/>
<xs: el ement name="OCSPs" type="vr:VOReferenceType" m nCccurs="0"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

Cer t s child shall contain a sequence of references to validation objects, each one containing one certificate.
CRLs child shall contain a sequence of references to validation objects, each one containing one CRL.

OCSPs child shall contain a sequence of referencesto validation objects, each one containing one OCSP response.

A.27.3 PAdES

For PAJES signatures specified in ETSI EN 319 142-1 [i.3] and ETSI EN 319 142-2 [i.4], clause 5 each

Attri but eCbj ect childeement of Cert s child element in DSS component shall contain areference to one
validation object containing one certificate present in the DSS PDF dictionary of the PAJES signature. Every certificate
present in this PDF dictionary shall be referenced by one of the aforementioned At t r i but eCObj ect elements.
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For PAJES signatures specified in ETSI EN 319 142-1 [i.3] and ETSI EN 319 142-2 [i.4], clause 5 each

Attri but eObj ect child element of CRLs child element in DSS component shall contain a reference to one
validation object containing one CRL present in the DSS PDF dictionary of the PAJES signature. Every CRL present in
this PDF dictionary shall be referenced by one of the aforementioned At t r i but eCbj ect elements.

For PAdES signatures specified in ETSI EN 319 142-1[i.3] and ETSI EN 319 142-2 [i.4], clause 5 each

Attri but eObj ect child element of OCSPs child element in DSS component shall contain a reference to one
validation object containing one OCSP response present in the DSS PDF dictionary of the PAJES signature. Every
OCSP response present in this PDF dictionary shall be referenced by one of the aforementioned At t r i but eCbj ect
elements.

A.28 VRI

A.28.1 General

This element shall be used to report on the certificate references contained in the VRI Dictionary.

A.28.2 XML

The contents of the VRI PDF dictionary shall be reported oninthe VRI element.

The VRI element shall be of type SAVRI Type.

<xs: conpl exType name="SAVRI Type" >
<xs: conpl exCont ent >
<xs: extensi on base="vr:Attribut eBaseType">
<Xs: sequence>
<xs: el ement name="Certs" type="vr:VOReferenceType" m nCccurs="0"/>
<xs: el ement name="CRLs" type="vr:VOReferenceType" m nCccurs="0"/>
<xs: el ement name="0OCSPs" type="vr:VOReferenceType" m nCccurs="0"/>

<xs: el ement name="TU' type="xs:string" m nCccurs="0"/>
<xs: el ement name="TS"' type="vr: SATi mest anpType" m nCccurs="0"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

The Cer t s child shall contain a sequence of references to validation objects, each one containing one certificate.

The CRLs child shall contain a sequence of references to validation objects, each one containing one CRL.

The OCSPs child shall contain a sequence of references to validation objects, each one containing one OCSP response.
The TU child shall contain a date string as defined in 1SO 32000-1 [9].

The TS child shall contain reference to a validation object containing atime-stamp token.

A.28.3 PAdES

For PAJES signatures specified in ETSI EN 319 142-1 [i.3] and ETSI EN 319 142-2 [i.4], clause 5 each

Attribut eQoj ect child element of the Cer t s child elementinaVRI component shall contain a reference to one
validation object containing one certificate present in one VRI PDF dictionary of the PAJES signature. Every certificate
present in this PDF dictionary shall be referenced by one of the aforementioned At t ri but eCbj ect elements.

For PAdES signatures specified in ETSI EN 319 142-1[i.3] and ETSI EN 319 142-2 [i.4], clause 5 each

Attri but eCbj ect childelement of the CRLs child element inaVRI component shall contain areference to one
validation object containing one CRL present in one VRI PDF dictionary of the PAJES signature. Every CRL present in
this PDF dictionary shall be referenced by one of the aforementioned At t r i but eCbj ect elements.
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For PAJES signatures specified in ETSI EN 319 142-1 [i.3] and ETSI EN 319 142-2 [i.4], clause 5 each

Attri but eQoj ect child element of the OCSPs child element inaVRI component shall contain a reference to one
validation object containing one OCSP response present in one VRI PDF dictionary of the PAJES signature. Every
OCSP response present in this PDF dictionary shall be referenced by one of the aforementioned At t r i but eCbj ect
elements.

For PAJES signatures specified in ETSI EN 319 142-1 [i.3] and ETSI EN 319 142-2 [i 4], clause 5 the TU child
element inaVRI component shall have as val ue the same date string as the date string present within the TU entry of
VRI PDF dictionary of the PAJES signature.

For PAdES signatures specified in ETSI EN 319 142-1[i.3] and ETSI EN 319 142-2 [i.4], clause 5 the

Attri buteCbj ect childeement of TS child element in one VRI component shall contain areference to one
validation object containing one time-stamp token present in the TU entry of VRI PDF dictionary of the PAJES
signature.

A.29 DocTimeStamp

A.29.1 General

This element shall be used to report on the document time-stamp within a PDF document.

A.29.2 XML

The value of the document time-stamp shall be reported on in the DocTi neSt anp element.

TheDocTi neSt anp element shall be of type SATi nmest anpType.

A.29.3 PAdES

For every document time-stamp in the PDF document, the report shall contain aDocTi meSt anp element.

TheTi meSt anpVal ue shal contain the time of the time-stamp contained in the entry with key Cont ent s of the
document time-stamp dictionary.

TheAttri but eObj ect shal contain areference to the validation object containing the time-stamp contained in the
entry with key Cont ent s of the document time-stamp dictionary.

NOTE: A document time-stamp can be signed or unsigned.

A.30 Reason

A.30.1 General

This element shall be used to report on the entry with key Reason in the Signature PDF dictionary.
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A.30.2 XML

The entry with key Reason in the Signature PDF dictionary stamp shall be reported on in the Reason element.

The Reason element shall be of type SAReasonType.

<xs: conpl exType nanme="SAReasonType">
<xs: conpl exCont ent >
<xs: extensi on base="vr: Attri but eBaseType">
<Xs: sequence>
<xs: el ement name="ReasonEl ement" type="xs:string"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

A.30.3 PAdES

The value within ReasonEl enent child shall be the same as the value of the entry with key Reason in the Signature
PDF dictionary.

A.31 Name

A.31.1 General

This element shall be used to report on the entry with key Narne in the Signature PDF dictionary.

A.31.2 XML

The entry with key Nane in the Signature PDF dictionary stamp shall be reported on in the Nare element.

The Narre element shall be of type SANaneType.

<xs: conpl exType nanme="SANaneType" >
<xs: conpl exCont ent >
<xs: extensi on base="vr:Attri but eBaseType">
<xs:sequence>
<xs: el ement nanme="NaneEl ement" type="xs:string"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

A.31.3 PAdES

The value within NanmeEl erment child shall be the same as the value of the entry with key Name in the Signature PDF
dictionary.

A.32 Contactinfo

A.32.1 General

This element shall be used to report on the entry with key Cont act | nf o in the Signature PDF dictionary.
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A.32.2 XML

The entry with key Cont act | nf o inthe Signature PDF dictionary stamp shall be reported oninthe Cont act | nf o
element.

The Cont act | nf o element shall be of type SACont act | nf oType.

<xs: conpl exType name="SACont act | nf oType" >
<xs: conpl exCont ent >
<xs: extensi on base="vr: Attri but eBaseType">
<XS:sequence>
<xs: el ement name="Cont act | nf oEl ement" type="xs:string"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

A.32.3 PAdES

The value within Cont act | nf oEl erment child shall be the same as the value of the entry with key Cont act | nf o
in the Signature PDF dictionary.

A.33 SubFilter

A.33.1 General

This element shall be used to report on the entry with key SubFi | t er inthe Signature PDF dictionary.

A.33.2 XML

The entry with key SubFi | t er inthe Signature PDF dictionary stamp shall be reported on in the SubFi | t er
element.

The SubFi | t er element shall be of type SASubFi | t er Type.
<xs: conpl exType nanme="SASubFi | t er Type" >
<xs: conpl exCont ent >
<xs: extension base="vr:Attribut eBaseType">
<xs:sequence>
<xs: el ement name="SubFilterEl ement" type="xs:string"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

A.33.3 PAdES

The value within this component shall be the same as the value of the entry with key SubFi | t er in the Signature PDF
dictionary.

EXAMPLE: Possible values are;
= ETSI.RFC3161
] ETSI.CAdES.detached
" adbe.pkcs?.detached
L] adbe.pkcs7.shal
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A.34 ByteRange

A.34.1 General

This element shall be used to report on the entry with key Byt eRange in the Signature PDF dictionary.

A.34.2 XML

The entry with key Byt eRange in the Signature PDF dictionary stamp shall be reported onin the Byt eRange
element.

The Byt eRange element shall be of type SALi st Of | nt eger sType.

This element shall consist in alist of integers whose number shall be multiple of two. Each group of two shall include
the values of the two corresponding pair integers present in the entry with key ByteRange within Signature PDF
dictionary. For each pair of integersin thelist, the first one represents the starting byte offset. The second one represents
the length of thisrange in bytes.

NOTE: Theentry with key Byt eRange may contain an array of pairs of integers.

A.34.3 PAdES

A PAJES signature covers the entire file, including the Signature Dictionary but excluding the PDF Signature itself (the
entry with key Contents) and consequently has only two pairs of integersin the Byt eRange child.

The values within the Range child shall be the same integer values as the corresponding pairs of integers present in the
entry with key Byt eRange in the Signature PDF dictionary.

A.35 Filter

A.35.1 General

This element shall be used to report on the entry with key Fi | t er inthe Signature PDF dictionary.

A.35.2 XML

The entry with key Fi | t er inthe Signature PDF dictionary stamp shall bereported oninthe Fi | t er element.

TheFi | t er element shall be of type SAFi | t er Type.

<xs: conpl exType name="SAFi | t er Type">
<xs:sequence>
<xs:el ement name="Filter" type="xs:string"/>
</ xs: sequence>
</ xs: conpl exType>

A.35.3 PAdES

Thevauewithin Fi | t er child shall be the same as the value of the entry with key Fi | t er inthe Signature PDF
dictionary.
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Annex B (normative):
XML Schema

The XML Schemafile for the present document isin the file "1910202xml Schemaxsd" and is contained in archive
ts_11910202v010401p0.zip which accompanies the present document and is available at:

° https.//forge.etsi.org/rep/esi/x19 10202 validation report/raw/v1.4.1/1910202xml Schema.xsd.
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